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2. Introduction

The Bloombase StoreSafe— Interoperability and Exit Form: IBM SKLM documents the evaluation of the
Bloombase solution with IBM Security Key Lifecycle Manager (SKLM) for data-at-rest encryption.

This Exit Form is meant to augment an existing Use Cases and Certification document (UCC) between
Bloombase and IBM. The use cases documented in the UCC document are captured here in Pass/Fail test
scenarios.

All test scenarios must pass for the solution to be certified.
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3. Certification Details

Partner Company Name: IBM

Usage Details: The IBM SKLM will be used as the OASIS KMIP-compliant key manager with Bloombase
StoreSafe for encryption of data-at-rest of unified storage systems and services.

Testing Date: January 9, 2017
Bloombase Representative(s): Michael Brew, Calvin Susanto

Partner Representative(s): Rinkesh Bansal, Mahesh Paradkar

3.1 Products Tested
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Item Version  Details
IBM SKLM 2.7 OASIS KMIP-compliant key manager
Bloombase StoreSafe 3.5 Data-at-rest encryption security software appliance for NAS, SAN,

object stores and cloud storage service endpoints

3.2 KMIP Features Supported

Item Details
KMIP Specification ® 1.0

1.1
Transport Protocol e TLS 1.0

e TLS 1.1

e TLS 1.2
Authentication Mechanism X.509 certificate
KMIP Operations e Locate

o Get

Get Attributes

Get Attribute List

Add Attribute

Modify Attribute

Delete Attribute
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KMIP Objects Certificate

Public Key

Private Key

Symmetric Key
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4. Certification Test Cases and Results

# Test Case Required Pass | Fail Test Case Notes
Result Number

1 Documentation:
Documents to
cover
deployment
and use of
Bloombase-IBM

solution

2 Interoperability 6
Testing
Key 6.1

Management




Bloombase Interoperability Program — Interoperability and Exit Form P13

BLOOMBASE CONFIDENTIAL

© 2017 Bloombase, Inc.

Key generation  Key generated Pass 6.1.1
at IBM SKLM

Key access at Key retrieved Pass 6.1.2
IBM SKLM

Key access at Key retrieved Pass 6.1.3
IBM SKLM

replication

model clone

node

CIFS Data 6.2
Encryption and

Decryption

SMB Login success  Pass 6.2.1
authentication

at CIFS secure

storage

List CIFS secure List of shares Pass 6.2.2
storage returned

Connect and Share Pass 6.2.3
access CIFS connected

secure storage

Mount CIFS Share mounted Pass 6.2.4
secure storage

Write to CIFS File written to Pass 6.2.5
secure storage  share

Read from CIFS  File read from Pass 6.2.6

secure storage

share
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Delete from File deleted Pass 6.2.7
CIFS secure from share
storage
NFS Data 6.3
Encryption and
Decryption
Network access Access success Pass 6.3.1
control at NFS
secure storage
List NFS secure  List of shares Pass 6.3.2
storage returned
Connect and Share Pass 6.3.3
access NFS connected
secure storage
Mount NFS Share mounted Pass 6.3.4
secure storage
Write to NFS File written to Pass 6.3.5
secure storage  share
Read from NFS  File read from Pass 6.3.6
secure storage  share
Delete from NFS File deleted Pass 6.3.7
secure storage  from share
iSCSI Data 6.4
Encryption and
Decryption
Discover iSCSI iSCSI disk Pass 6.4.1
secure storage  discovered
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Connect to Disk connected Pass 6.4.2
iSCSI secure

storage

Dump in iSCSI Data writtento  Pass 6.4.3
secure storage  disk

raw device

Dump out iSCSI Dataread from Pass 6.4.4
secure storage  disk

raw device

Create Filesystem Pass 6.4.5
filesystem on created on disk

iSCSI secure

storage

Write to File written to Pass 6.4.6
filesystem on filesystem

iSCSI secure

storage

Read from File read from Pass 6.4.7
filesystem on filesystem

iSCSI secure

storage

Delete from File deleted Pass 6.4.8
filesystem on from filesystem

iSCSI secure

storage

FCP Data 6.5
Encryption and

Decryption

Initialize FCP Disk initialized Pass 6.5.1
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secure storage

disk
Dump in FCP Data writtento  Pass 6.5.2
secure storage  disk
raw device
Dump out FCP Data read from Pass 6.5.3
secure storage  disk
raw device
Create Filesystem Pass 6.5.4
filesystem on created
FCP secure
storage
Write to File written to Pass 6.5.5
filesystem on filesystem
FCP secure
storage
Read from File read from Pass 6.5.6
filesystem on filesystem
FCP secure
storage
Delete from File deleted Pass 6.5.7
filesystem on from filesystem
FCP secure
storage
3 Final Results Pass




Bloombase Interoperability Program — Interoperability and Exit Form P17 © 2017 Bloombase, Inc.

BLOOMBASE CONFIDENTIAL

5. Test Environment Setup

5.1 IBM SKLM Configuration

IBM SKLM Web Management Console

For this interoperability test, the test SKLM is provided by IBM test team and is hosted at IBM SoftLayer
cloud infrastructure.

Bloombase StoreSafe client certificate is trusted by this Stand-Alone IBM SKLM with IP address
173.193.147.234 and port 5696.
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IBM Security Key Lifecycle
Manager

User ID:
|

Password:
[

Login

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 2008, 2016 All Rights Reserved.
1BM, the IBM logo, ibm.com are trademarks or registered trademarks of International
Business Machines Corp., registered in many jurisdictions worldwide. Other product and
service names might be trademarks of IBM or other companies. A current list of IBM
trademarks is available on the Web at Copyright and tmdemark information.

The exact same SKLM is used to test the interoperability between Bloombase StoreSafe and IBM SKLM
high availability cluster.

IBM test team has provided both “Master” and “Clone” SKLM server instances for the testing.

5.2 Bloombase StoreSafe Configuration

Bloombase StoreSafe Web Administration Console can be accessed using web browser at
https://<StoreSafe_IP»:8443. For this test, Bloombase StoreSafe with 192.168.12.199 as IP address is
used and can be accessed at https://192.168.12.199:8443. Bloombase StoreSafe web management
console login page will prompt and request for login credentials.
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i Login & Suppori [ About ‘2 Help

E Bloombase StoreSafe Security Server

Greeting

Login

Host Name: StoreSafe199
Datetime: 2017-01-09
02:13:47 -0800 Login

User ID
Menu Bar

Password
Language _

Login
English T

Copyright @ 2017
Bloombase

After login, the Main dashboard page of Bloombase StoreSafe web management console will display all
system and server necessary information.
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& Main <= Logout & Support [ About ? Help

E Bloombase StoreSafe Security Server

Greeting Mﬂfn

Host Name: StoreSafe199

User: admin

Datetime: 2017-01-09 System Information
01:46:28 -0800

Product Name Bloombase StoreSafe Security Server Version 3.4.6.19a
Menu Bar Host Name StoreSafe199 / localhost System Up Since  2017-01-08 23:48:12 -0800
System v Host Addresseg I 1m0 10.11.0.82
Operation - 2 ens32 fe80:0:0:0:250:56ff:fe87:9859, 192.168.1.51, 192.168.12.199
Newokewiy v S |
Licensee Serial Number 9830
High Availability v .
Administration hd Validity Perpetuality
Key Management w
StoreSafe Configurations v Server Information
Storage W Operating System Linux amd64 3.10.0-327.el7.ssfc.x86_64 Processors 1
Memory Utilization 5% Total Memory 776,667,136
Language Max Memory 4,151,836,672 Free Memory 537,608,400
English ¥ Disk Space Utilization 9% Total Disk Space  40,207,929,344
Used Disk Space 3,732,643,840 Free Disk Space  36,475,285,504
C°pg|2§:£52em? Application Status

- < P
Application Status @ Q w

Last Shutdown Time
Last Standby Time
Last Startup Time 2017-01-08 23:48:22 -0800

Setting up Integration with KMIP Key Manager — IBM SKLM

In this interoperability test effort, Bloombase StoreSafe serves as the client of IBM SKLM for encryption
key access to deliver data-at-rest encryption services. To enable the built-in Bloombase KeyCastle to
utilize the key in the network attached IBM SKLM, KMIP service configuration has to be setup. KMIP
service configuration can be accessed from Bloombase StoreSafe web management console, under
Menu Bar -» Key Management -» OASIS KMIP Key Manager.
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& Main <= Logoui <& Suppori [ Aboui 7 Help

B Bloombase StoreSafe Security Server

Lol List KMIP Key Manager

Host Name: StoreSafe199
User: admin
Datetime: 2017-01-09 List KMIP Key Manager
01:48:41 -0800

ﬂ Name Model Host Address
Menu Bar Add
System
Operation
Network Security
High Availability
Administration

Key Management

> £ € £ € (£

Bloombase KeyCastle
Hardware Security Module
OASIS KMIP Key Manager
Find Key Wrapper

Create Key Wrapper

© 2017 Bloombase, Inc.

Port

Push “Add” button in order to create a new KMIP trust. Choose “IBM SKLM” model and input IBM SKLM
details including IP address and port. For this test, IBM SKLM has been configured to provide KMIP
service using IP address 173.193.147.234. IBM SKLM service is trusted by adding the IBM SKLM server
certificate to Bloombase StoreSafe’s trust KMIP Server Keystore and Bloombase StoreSafe client key-pair

is generated and uploaded to KMIP Client Keystore.
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& Main <= Logout

< Support

B About

? Help

E Bloombase StoreSafe Security Server

Greeting

Host Mame: StoreSafel99
User: admin

Datetime: 2017-01-10
20:53:17 -0800

Menu Bar

System

Operation

Network Security

High Availability
Administration

Key Management
Bloombase KeyCastle
Hardware Security Module
OASIS KMIP Key Manager
Find Key Wrapper

Create Key Wrapper
StoreSafe Configurations
Storage

Language

English ¥

Copyright @ 2017
Bloombase

> € £ £ £«

W

W

Modify KMIP Key Manager

Modify KMIP Key Manager

Name

Model

Host Addresses
Port

Timeout

Retry Count
Retry Wait Time
Username

Password

IBM_SKLM

IBM SKLM v

173.193.147.234

5696

30000 ms

1

3000 ms
Test Submit

Client Keystore

Subject Name
Serial Number
Issuer Name
Valid Start Date
Valid End Date

Client Keystore File

Pin

CN=Bloombase
2c754aef
CN=Bloombase
2017-01-09
2026-11-18

Choose File | Mo file chosen

Refresh Delete Cancel

Upload

Trust Certificate

Subject Name
Serial Number
Issuer Name
Valid Start Date
Valid End Date

Trust Certificate File

CN=sslserver
02be3a5dde22
CN=sslserver
2016-11-20
2023-04-23

Choose File | Mo file chosen

Upload
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After configuration is complete, push “Test” button to check whether Bloombase StoreSafe and IBM
SKLM communication is established. When “Test” button is pushed, IBM SKLM will authenticate
Bloombase StoreSafe and Bloombase StoreSafe will send a query to IBM SKLM. If connection test
between client-server returns “Success”, IBM SKLM is ready to use as Key Manager for Bloombase
StoreSafe.

Modify KMIP Key Manager

Modify KMIP Key Manager

Mame IBEM_SKLM

Model IBM SKLM ¥

Host Addresses 173.193.147.234

Port 2696

Timeout 30000 ms
Retry Count 1

Retry Wait Time 3000 ms
Username

Password

Test Results :
173.193.147.234 | Success

Test Submit Refresh Delete Cancel

Push “Submit” button to save the configuration and the configured KMIP server can be viewed under
Menu Bar ->» Key Management -> OASIS KMIP Key Manager -» Find.

& Main 4= Logout <& Suppori [ About 2 Help

B Bloombase StoreSafe Security Server

SresteD List KMIP Key Manager
Host Name: StoreSafel99

User: admin

Datetime: 2017-01-10 List KMIP Key Manager

20:55:34 -0800

£ Name Model Host Address Port

Menu Bar 1 IBM_SKLM 173.193.147.234 56496

System W Add

Operation v
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KMIP Key Manager High Availability Clustering Configuration

Considering IBM SKLM high availability clustering with replication, Bloombase StoreSafe also supports
multi-server KMIP configuration. This can be used when there are more than 1 SKLM configured for high
availability purpose. In below image, we assume there are three SKLM server; 1 master
(173.193.147.234)and 2 clones (173.193.147.235and 173.193.147.236). Bloombase StoreSafe
will try to communicate with the 1% IP which is master (173.193.147.234). If it is failed it will try the
next IP which is the 1* clone (173.193.147.235). If it happens both master and 1** clone are unable to
be reached, the 2" clone (173.193.147.236) will take over.

Modify KMIP Key Manager

Modify KMIP Key Manager

Mame IBM_SKELM

Model IBM SEKLM ¥

Host Addresses 173.193.147.234, 173.193.147.235, 173.193.147.236

Port 5696

Timeout 30000 ms
Retry Count 1

Retry Wait Time 3000 ms
Username

Password

Test Submit Refresh Delete Cancel

CIFS Secure Storage Configuration

Physical storage namely ‘cIFs01’ is configured to be secured by Bloombase StoreSafe using encryption.
Backend Physical Storage can be configured under Menu Bar -> Storage -» Physical Storage.
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CIFS backend storage is provisioned by Windows Server 2012 (192.168.100.157) with share, namely
CIFSO1.

Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

MName CIFS01
Description
4
Physical Storage Type Remote v
Type Commaon Internet File System (CIFS) ¥
Host 192.168.100.157
Share Name CIFS01
Read Size
Write Size
Mount Hard
User Administrator

Password

Options
Virtual Storage CIFs01
Owner admin

Last Update Datetime 2017-01-11 00:37:08 -0800

Submit Delete Close

Bloombase StoreSafe CIFS secure storage, named CIFSo1, is configured to secure “CIFSo1” backend
physical storage.
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Virtual Storage Status

Virtual Storage

Mame CIFS01
Status
Active
Type File

Physical Storage

Mame CIF501
Type Remote
Host 192.168.100.157
Share CIFS01

Active Share Status

Share Name CIFS01

Storage Type Remote

Storage Path £/192.168.100.157/CIFS01
Startup Time 2017-01-11 00:55:44 -0800
Sessions e

Refresh Stop Restart Close

Files under Bloombase StoreSafe CIFS secure storage is encrypted using key CIFs Key01 that has been
created and managed at IBM SKLM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type Privacy r

Encryption Keys

ﬂ Key Name Last Update Datetime
1 CIFS_Key01 2017-01-11 00:55:21 -0B800

Add Remove
Cryptographic Cipher

Cipher Algorithm AES ¥

Bit Length 256 ¥

Submit Close

NFS Secure Storage Configuration

Physical storage namely ‘NFs01’ is configured to be secured by Bloombase StoreSafe using encryption.
Backend Physical Storage can be configured under Menu Bar -> Storage -> Physical Storage.

NFS backend storage is provisioned by CentOS 7 (192.168.100.156) with share name /NFSO01.
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Modify Storage Configuration

Physical Storage

Permissions

Physical Storage Configuration

MName

Description

Physical Storage Type
Type

Host

Share Name

Read Size

Write Size
Synchronous

Mount Hard

Options

Virtual Storage
Owner

Last Update Datetime

MF501

o
Remote v
Metwork File System (MFS) ¥

192.168.100.156

/NF501

NF501
admin

2017-01-11 00:37:29 -0800

Submit Delete

© 2017 Bloombase, Inc.

Bloombase StoreSafe NFS secure storage, named NFS01, is provisioned to secure “NrFs01” backend

physical storage.



Bloombase Interoperability Program — Interoperability and Exit Form P29 © 2017 Bloombase, Inc.

BLOOMBASE CONFIDENTIAL

Virtual Storage Status

Virtual Storage

MName NFS01

Status
Active
Type File

Physical Storage

Mame MF501

Type Remote

Host 192,168.100.156
Share FNF501

Active Share Status

Share Name NFS01

Storage Type Remote

Storage Path 192.168.100.156:/NF501
Startup Time 2017-01-12 00:32:57 -0800
Sessions e

Refresh Stop Restart Close

Files under Bloombase StoreSafe NFS secure storage is encrypted using key NFs Key01 that has been
created and managed at IBM SKLM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type Privacy r

Encryption Keys

‘El Key Name Last Update Datetime
1 NFS_Key01 2017-01-11 01:00:01 -0800

Add Remove
Cryptographic Cipher

Cipher aAlgorithm AES r

Bit Length 256 ¥

Submit Close

iSCSI Secure Storage Configuration

Physical storage namely ‘iscs101’ is configured to be secured by Bloombase StoreSafe using
encryption. Backend Physical Storage can be configured under Menu Bar -> Storage -> Physical Storage.

iSCSI backend storage is provisioned by OpenfFiler (192.168.100.154). To configure the backend iSCSI
storage to be encrypted, discover the iSCSI target at OpenFiler and configure the iSCSI backend storage.
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Modify Storage Configuration Discovery
Physical Storage iSCSI iSCSI Discovery Permissions

iSCSI Discovery

Host 192.168.100.154
Port 3260

Target List

@ Target Portal Port
1  ign.2006-01.com.openfiler:tsn.196477af9e05 192.168.100.154 3260

Discover Close

Modify Storage Configuration
Physical Storage Permissions

Physical Storage Configuration

Mame ISCSI01
Description
g
Physical Storage Type Device r
Type BLOCKIO

Device ID [max 8 chars] 6

Options

Device 4f5D4E46494E4552?a?1345854592d55634b632d42656&32'O‘(?g
Virtual Storage iSCSI01

Owner admin

Last Update Datetime 2017-01-11 22:02:15 -0800

Submit Delete Close

Bloombase StoreSafe iSCSI secure storage, named isCcs101, is provisioned to secure “iscs101”
backend physical storage.
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Virtual Storage Status

Virtual Storage

Mame ISCSI01

Status
Active
Type ISCSI

Physical Storage

Mame ISCSI01
Type Device
Device 4f504e46494c45527a71345854592d556a4b632d42656e32

Active Share Status

Share Name ISCSI01

Storage Type Device

Target : ISCSI01
LUMN 1:[sdc];

Sessions e

Refresh Stop Resync Close

Storage Path

Disk contents inside Bloombase StoreSafe iSCSI secure storage is protected using key iSCST Key01
that has been created and managed at IBM SKLM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control iSCSI Permissions

Virtual Storage Protection

Protection Type Privacy ¥

Encryption Keys

‘El Key Name Last Update Datetime
1 ISCSI_Key01 2017-01-11 01:05:49 -0800

Remove
Cryptographic Cipher

Cipher Algorithm AES XTS ¥

Bit Length 256 ¥

Submit Close

FCP Secure Storage Configuration

© 2017 Bloombase, Inc.

Physical storage namely ‘Fc01’ is configured to be secured by Bloombase StoreSafe using encryption.

Backend Physical Storage can be configured under Menu Bar -> Storage -> Physical Storage.

FCP backend storage configuration is provisioned by SAN Storage (192.168.100.140).
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Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Mame FCo1
Description
-
Physical Storage Type Device r
Type BELOCKIO

Device ID [max 8 chars] 0

Options MPIO

Device 600cOff000139das524f26e5801000000 ;:"ﬁ‘g
Virtual Storage FCO1

Owner admin

Last Update Datetime 2017-01-12 12:43:04 +0800

Submit Delete Close

Bloombase StoreSafe FCP secure storage, named Fco01, is configured to secure “Fco1” backend physical
storage.
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Virtual Storage Status

Virtual Storage

MName FCO1

Status
Active
Type FC

Physical Storage

MName FCO1
Type Device
Device 600cOff000139das24f26e5801000000

Active Share Status

Share Mame FCO1

Storage Type Device
Target : 21:00:00:24:ff:54:5f:ca

) LUM 1:[dm-3];
e Target : 21:00:00:24:ff:54:61:ee
LUN 1:[dm-3];
Sessions e
Refresh Stop Resync Close

Disk contents inside Bloombase StoreSafe FCP secure storage is protected using key FC Key01 that has
been created and managed at IBM SKLM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions
Virtual Storage Protection
Protection Type Privacy T
Encryption Keys

ﬂ Key Name Last Update Datetime
1 FC_Key01 2017-01-12 12:43:51 +0800

Remove
Cryptographic Cipher

Cipher Algorithm AES XTS ¥

Bit Lenath 256 ¥

Submit Close
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6. Interoperability Test Cases

6.1 Test Cases for Key Generation

6.1.1 Key Generation at IBM SKLM

Login to the Bloombase StoreSafe web management console and expand the “Key Management” menu.
Launch “Create Key Wrapper” tool and change to “Modify Key Source” tab. Select Key Source Type as
“OASIS KMIP Key Manager” and configured Key Manager “18M SKLM”.

When “1BM skLM” is chosen, Bloombase StoreSafe will send several KMIP operations to list all keys
stored in IBM SKLM; including Get & Get Attributes.



Bloombase Interoperability Program — Interoperability and Exit Form P38 © 2017 Bloombase, Inc.

BLOOMBASE CONFIDENTIAL
Modify Key Source
Key Wrapper Modify Key Source Permissions
Modify Key Source
Type OASIS KMIP Key Manager v
OASIS KMIP Key Manager
Key Manager IBM_SKLM ¥
Object T
Refresh

Submit Close

Leave the Object as blank and change to “Key Wrapper”. Input key name and push “Generate” button to
generate KMIP key object at the configured IBM SKLM cluster. When “Generate” button is pushed,
Bloombase StoreSafe will send several KMIP operations required for key generation; including Create,
Get, Register, Add Attributes, Get Attributes, Destroy, and Activate.
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Modify Key Wrapper
Key Wrapper Modify Key Source Permissions
Modify Key Wrapper
Mame CIFS_Key01
Type Symmetric
Active Ld
KMIP Key Manager IBEM_SKLM
KMIP UUID
KMIP Key Name
KMIP Key State
Key Bit Length 256 ¥
Owner admin
Last Update Datetime
Generate

Submit Close

Push “Submit” button to store the key created by Bloombase StoreSafe in IBM SKLM.

Modify Key Wrapper

Key Wrapper Modify Key Source Permissions

Modify Key Wrapper

Name CIFS_Key01

Type Symmetric

Active L

KMIP Key Manager IBM_SKLM

KMIP UUID KEY-58f5efd-8dacd43e5-f18a-4581-99f8-03e9709e390e
KMIP Key Name CIFS_Key01

KMIP Key State Active

Key Bit Lenath 256

Owner admin

Last Update Datetime

Submit Close

© 2017 Bloombase, Inc.
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Push “Find” button to list all keys that are ready to use to provide data at-rest encryption. In this test
effort, four different symmetric keys (CIFS Key01, NFS Key01, iSCSI Key01, FC Key01) are generated
by Bloombase StoreSafe and stored in IBM SKLM.

4 Main 4= lLogout & Support [ About 2 Help

E Bloombase StoreSafe Security Server

ereeting Find Key Wrapper
Host Name: StoreSafe199

User: admin

Datetime: 2017-01-12 Find Key Wrapper
03:06:05 -0800

Name Type ¥ Active r CA v
Menu Bar % More Options
System Find Reset Add
Operation

Network Security 1-4 of 4

> € € € € L

ngh Aﬁﬂabﬂ“—‘- ﬂ Name Type SEEoas Active Status CA Subject DN Issuer DN Effeqive Expirrv - Ugdate
e, Type Datetime Datetime Datetime
R : e 2017-01-11
Key Management 1 CIFS_Key0D1 Symmetric KMIP fgalE’_’g';fg_gggfggggggfes fi8a KMIP=IBM_SKLM 00;43:48
-0800
Bloombase KeyCastle S017-01-11
e Soeuri § . . UUID=KEY-58f5Sefd-4f74585e-3a61- _ e
Hardware Security Module 2  FC_KeyOl Symmetric KMIP 4201-856b-faaf0ecfia2 KMIP=IBM_SKLM _DDDBSSLL
OASIS KMIP Key Manager
2017-01-11
v W - UUID=KEY-58f5efd-6f4chb622-cd01-
Find Key Wrapper 3 NFS_Key01  Symmetric KMIP 403b bOf2.39cafe 878078 KMIP=IBM_SKLM _omoégg:n
Create Key Wrapper
- 2017-01-11
StoreSafe Conficurations v B . . i UUID=KEY-58fSefd-5b120089-8bde- _ Ten.
g 4 iSCSI_Key0l Symmetric KMIP 4af8-a284-bbal6a21138a KMIP=IBM_SKLM .00033336
Storage ~

1-4 of 4

6.1.2 Key Access at IBM SKLM

Login to the Bloombase StoreSafe web management console and expand the “Key Management” menu.
Launch “Create Key Wrapper” tool and change to “Modify Key Source” tab. Select Key Source Type as
“OASIS KMIP Key Manager” and configured Key Manager “18M_skLM”. Under object, list of all keys that
are stored in IBM SKLM can be found. Choose the key that will be provisioned to Bloombase StoreSafe.
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Modify Key Source

Key Wrapper Modify Key Source Permissions
Modify Key Source

Type OASIS KMIP Key Manager v

OASIS KMIP Key Manager

Key Manager IBM_SKLM ¥

Object CIFS_Key01 [KEY-58f5efd-8dac43e5-f18a-4581-99f3-03e9709e390e] v

BE_KEY01 [KEY-58f5efd-599455fd-51fc-dcef-a460-9b8d35606571]

bb_key02 [KEY-58f5efd-46c34d82-3ccl-403a-a069-d8de154b63f0]
Bloombase_CIFS_Key [KEY-58f5efd-eas0faf3-eB8a0-4274-95fe-06080747cdbf]
Bloombase_NF5_Key [KEY-58f5efd-ag783236-b62e-4d65-8eeb-e3dd3b7add1a]
Bloombase_FC_Key [KEY-58f5efd-31a58f29-0c3b-4b97-a6f2-b8467058cc39]
Bloombase_ISCSI_Key [KEY-58f5efd-2f3ddd6d-92c4-4ab7-9ab7-d354836ffdfc]
CIFS_Key01 [KEY-58f5efd-8dac43e5-f18a-4581-99f8-0329709e390e]
NFS_Key01 [KEY-58f5efd-6f4cb622-cd01-403b-b0f2-39c4fe87807e]

ISCSI_Key0l [KEY-58fSefd-5b120089-8bde-4af8-a284-bbal6a21138a]

FC_Key01 [KEY-58f5efd-4f74585e-3a61-4a01-856b-fed4f80ecf192]

Change to “Key Wrapper” tab after choosing the key, key information will be shown.

Modify Key Wrapper

Key Wrapper Modify Key Source Permissions

Modify Key Wrapper

Name CIFS_Key01

Type Symmetric

Active [+

KMIP Key Manager IBM_SKLM

KMIP UUID KEY-58f5efd-8dac43e5-f18a-4581-99f8-03e9709e390e
KMIP Key Name CIFS_Key01

KMIP Key State Active

Key Bit Length 256

Owner admin

Last Update Datetime

Submit Close

© 2017 Bloombase, Inc.



Bloombase Interoperability Program — Interoperability and Exit Form P42 © 2017 Bloombase, Inc.

BLOOMBASE CONFIDENTIAL

Push “Submit” button to complete the linkage of key from IBM_SKLM.

Modify Key Wrapper
Key Wrapper Modify Key Source Permissions

Modify Key Wrapper

Name CIFS_Key01

Type Symmetric

Active vd

KMIP Key Manager IBM_SKLM

KMIP UUID KEY-58f5efd-8dac43e5-f18a-4581-99f8-03e9709e390¢e
KMIP Key Name CIFS_Key01

KMIP Key State Active

Key Bit Length 256

Owner admin

Last Update Datetime

Submit Close

6.1.3 Key Access at IBM SKLM Replication Model Clone Node

Interoperability test between Bloombase StoreSafe and IBM SKLM HA is done by configuring IBM SKLM
as Clone. Clone SKLM is limited to read only operation in which key generation is forbidden. In this test,
Bloombase StoreSafe will get the key stored in IBM SKLM “Clone” which will be used to encrypt and un-
encrypt data.

Login to the Bloombase StoreSafe web management console and expand the “Key Management” menu.
Launch “Create Key Wrapper” tool and change to “Modify Key Source” tab. Select Key Source Type as
“OASIS KMIP Key Manager” and configured Key Manager “18M Sk1M”. Under object, list of all keys that
are stored in IBM SKLM can be found. Choose the key that will be provisioned to Bloombase StoreSafe.
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Modify Key Source

Key Wrapper Modify Key Source Permissions
Modify Key Source

Type OASIS KMIP Key Manager v

OASIS KMIP Key Manager

Key Manager IBM_SKLM ¥

Object CIFS_Key01 [KEY-58f5efd-8dac43e5-f18a-4581-99f3-03e9709e390e] v

BE_KEY01 [KEY-58f5efd-599455fd-51fc-dcef-a460-9b8d35606571]

bb_key02 [KEY-58f5efd-46c34d82-3ccl-403a-a069-d8de154b63f0]
Bloombase_CIFS_Key [KEY-58f5efd-eas0faf3-eB8a0-4274-95fe-06080747cdbf]
Bloombase_NF5_Key [KEY-58f5efd-ag783236-b62e-4d65-8eeb-e3dd3b7add1a]
Bloombase_FC_Key [KEY-58f5efd-31a58f29-0c3b-4b97-a6f2-b8467058cc39]
Bloombase_ISCSI_Key [KEY-58f5efd-2f3ddd6d-92c4-4ab7-9ab7-d354836ffdfc]
CIFS_Key01 [KEY-58f5efd-8dac43e5-f18a-4581-99f8-0329709e390e]
NFS_Key01 [KEY-58f5efd-6f4cb622-cd01-403b-b0f2-39c4fe87807e]

ISCSI_Key0l [KEY-58fSefd-5b120089-8bde-4af8-a284-bbal6a21138a]

FC_Key01 [KEY-58f5efd-4f74585e-3a61-4a01-856b-fed4f80ecf192]

Change to “Key Wrapper” tab after choosing the key, key information will be shown.

Modify Key Wrapper

Key Wrapper Modify Key Source Permissions

Modify Key Wrapper

Name CIFS_Key01

Type Symmetric

Active [+

KMIP Key Manager IBM_SKLM

KMIP UUID KEY-58f5efd-8dac43e5-f18a-4581-99f8-03e9709e390e
KMIP Key Name CIFS_Key01

KMIP Key State Active

Key Bit Length 256

Owner admin

Last Update Datetime

Submit Close

© 2017 Bloombase, Inc.
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Push “Submit” button to complete the linkage of key from 1BM SkLM.

Modify Key Wrapper
Key Wrapper Modify Key Source Permissions

Modify Key Wrapper

Name CIFS_Key01

Type Symmetric

Active L

KMIP Key Manager IBM_SKLM

KMIP LIUID KEY-58f5efd-8dac43e5-f18a-4581-99f8-03e9709e390e
KMIP Key Name CIFS_KeyO1

KMIP Key State Active

Key Bit Length 256

Oowner admin

Last Update Datetime
Submit Close
Interoperability test between Bloombase StoreSafe and “Clone” in IBM SKLM replication model maintain
the “read-only” characteristics of “Clone” in IBM SKLM replication model. As a client, Bloombase

StoreSafe is able to get and use the key which is stored in IBM SKLM to encrypt and un-encrypt data, but
will not be able to make changes to existing objects in the clone IBM SKLM.

6.2 Test Cases for CIFS Data Encryption and Decryption

6.2.1 SMB Authentication at CIFS Secure Storage

Login to the CIFS secure storage delivered by Bloombase StoreSafe by accessing \\192.168.12.199
using Windows File Explorer on Microsoft Windows 7 Client. A dialog box will be displayed and prompts
for credentials for user authentication.
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i ANF NN This PC -0 X
Computer View 9
T |18y This PC v x| | search This PC o |
i Favorites 4 Folders (6)
B Desktop

& Downloads i Desktop [ < Documents

:
=1l Recent places

Windows Security .
(M This PC
Enter network credentials
,&h Metwark Enter your credentials to connect to: 192,168.12.1599

L'EI':F name |

DV
|Pa£:wcrc| |

Domain: WIN-1BM

[] Remember my credentials

'@' The user name or passwoerd is incorrect.

OK | | Cancel

6.2.2 List CIFS Secure Storage

Once user successfully signs on to Bloombase StoreSafe as an authorized SMB user, the available
Bloombase StoreSafe CIFS secure storage will be listed.
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(=[5 /=)
@U;-L-l_i v MNetwork » 19216812193 » ~ | 49 ||| Search 19216212100 Lol
Organize « Metwork and Sharing Center View remote printers S N | II@II
- Favorites cifs0l
Desktop P Shar
Bl Desktop — are

& Downloads

=il Recent Places
g3 Libraries

3 Documents
< Music

6.2.3 Connect and Access CIFS Secure Storage

Authorized SMB user is able to list and access contents inside Bloombase StoreSafe CIFS secure
storage.

BN HCh =
@Qﬂ_ b Network » 19216812199 » cifs0l - | 43 ||| Search cirso1 ol
Organize « Mew folder = « [ Ii:ﬂil
Y Favorites MName . Date medified Type Size
BE Desktop This folder is empty.

4 Downloads

=il Recent Places

6.2.4 Mount CIFS Secure Storage

Mount Bloombase StoreSafe CIFS secure storage by using File Explorer, Map Network Drive wizard will
be shown as it is supposed to be mounting any normal network storage. Choose drive letter and push
“Finish” button, Bloombase StoreSafe CIFS secure storage has been successfully mapped as a network
drive.
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What network folder would you like to map?

Specify the drive letter for the connecticn and the folder that you want to connect to:

Crive: £ -

Folder: | 1\192168.12.199\cifs01 | [ Browse..

Example: YV\zerverishare

Reconnect at legen

Connect using different credentials

Connect to a Web site that wvou can use to store vour documents and pictures.

« ?') ! b Computer »

Organize = System properties Uninstall or change a program Map network drive ¥ El; - il °
“r Favorites 4 Hard Disk Drives (1)

Bl Desktop Local Disk (C1)

m. Downloads —— I

ﬁ Recent Places 158.2 GB free of 24.8 GB

4 Devices with Removable Storage (1)

Libraries
Documents £ CD Drive (D)
JI Music

[=] Pictures 4 Metwork Location (1)
i Videos cifs0l (\\192.168.12.199) (£:)

", 151 GBfree of 246 GB

ﬁ Homegroup
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6.2.5 Write to CIFS Secure Storage

Create a new text document, named “password. txt”, inside Bloombase StoreSafe CIFS secure storage.

(o ll= ][]
@.\J-Ix‘y » Computer » cifs0l (\\192.16812.199) (Z;) ~ | 43 || Search cifso1 (11192.168.12.199) (Z ol
kOrganizev ijpen A Print Mew folder ==« [ IIEI
- Favorites MNarme Date modified Type Size
Y W =
BB Desktop = password 13/1,/2017 11:35 Text Document 1KE
& Downloads -
5 Recent Places | password - Notepad E\@
- File Edit Format View Help
o ID: John.Dos -
3 Libraries Fassword: !wig&%3h
3 Documents
,J“. Music
=] Pictures
E Videos

Once thefile is saved, it is encrypted on the fly and stored physically at backend storage in natural
ciphertext format. File is encrypted by key cIFs Key01 that has been created and managed at IBM
SKLM.
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= | CIFSO1 =10 X
“ Home Share View (7]
(-I - 1 ‘ v ThisPC » Local Disk (C:) » CIFSDT v & | € CIF » |
v Favorites Mame Date modified Type Size
B Desktop | password 17/1/2017 10:54 Text Document 9KB

__wlil_ Nnwwnlnade
E password - Notepad = | = -
File Edit Format View Help

T | ? user 1.3.6.1.4.1.23372.8.1.2.4.1 FEXCibgIBBDAYBDBLRVKENTF

Bl » AC3I??

6.2.6 Read from CIFS Secure Storage

Read the newly created file in Bloombase StoreSafe CIFS secure storage, cipher-text file is retrieved
physically from backend storage and un-encrypted on the fly. File is successfully presented and read as
virtual clear-text data. File is un-encrypted using key CIFs Key01 that has been created and managed at
IBM SKLM.

o >type password.txt
[D: John.Doe

assword: *WigBx3h

6.2.7 Delete from CIFS Secure Storage

Deleting file from Bloombase StoreSafe CIFS secure storage as if normal virtual-plain file. Delete file on
Bloombase StoreSafe CIFS secure storage will automatically delete file at backend storage.
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wq; v Computer b cifsOl (\\192.16812199) (Z:) v | #3 || Search cifso1 119226212199 Z) P |
Organize [ Open = Print Mew folder = - 0 @
. * Favorites Marne ° Date modified Type Size

B Desktop D password 13/1/2017 11:35 Text Document 1KB
m Downloads ff i
‘E Recent Placs

4 Libraries

] Are you sure you want to permanently delete this file?

. ETENEEE pﬁSSWOId
[ Documents Type: Text Document
| b g Music Size: 32 bytes
] Date modified: 13/1/2017 11:35
I> [ Pictures
&> B Videos

b ﬂ Homegroup

b M Computer

B=S Bl (™

(3 )®|o® » Computer » cifsl (11192.16812199) (Z) . Search cifs01 (1\192.168.12.199) (Z) p

Organize = Mew folder == - 0 o
*. Favorites Mame Date modified Type Size
E LSty This folder is empty.
Downloads

ﬁ Recent Places

Lilrraries
Documents
Jl Music
[ Pictures

i Videos
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6.3 Test Cases for NFS Data Encryption and Decryption

6.3.1 Network Access Control at NFS Secure Storage

Mount Bloombase StoreSafe NFS secure storage on CentOS 7 client. Authorized client is able to access
Bloombase StoreSafe NFS secure storage without returning any access denied error message.

[root@localhost ~]# mount -t nfs 192.168.12.199:/NFS01 /mnt/NFSE1

= ] _-'I_'-'_I'-

6.3.2 List NFS Secure Storage

List all contents of the mount point which mounted to Bloombase StoreSafe NFS secure storage.

[root@localhost ~]# 1s -1 /mnt/NFSO1

total @

6.3.3 Connect and Access NFS Secure Storage

Authorized client is able to access Bloombase StoreSafe NFS secure storage without returning any

access denied or error message.

6.3.4 Mount NFS Secure Storage

Client host with authorized IP address is able to get Bloombase StoreSafe NFS secure storage mounted
as a mount point which operates almost like a filesystem.
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6.3.5 Write to NFS Secure Storage

Create a new text document, named “password. txt”, in the mount-point referencing Bloombase
StoreSafe NFS secure storage.

File is encrypted on the fly and stored physically at the backend storage. File is encrypted using key
NFS_KeyO01 that has been created and managed at IBM SKLM.

root@localhost:/NFSO1

Search Terminal Help

ibgIBEDAYBDELRVK
(TZTAWUDBAELBCH:

vert E!lij] 1L ’ 8244C
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6.3.6 Read from NFS Secure Storage

Read the newly created file from mount-point referencing to Bloombase StoreSafe NFS secure storage,
cipher-text file is retrieved physically from backend storage and un-encrypted on the fly. File is
successfully presented and read as virtual clear-text data. File is un-encrypted using key NFS_Key01 that
has been created and managed at IBM SKLM.

~]# cat /mnt/NFS01/pa:

6.3.7 Delete from NFS Secure Storage

Delete file from mount-point referencing to Bloombase StoreSafe NFS secure storage as if normal virtual-

plain file. Deleting file from mount-point referencing to Bloombase StoreSafe NFS secure storage will
automatically delete file at backend storage.

6.4 Test Cases for iSCSI Data Encryption and Decryption

6.4.1 Discover iSCSI Secure Storage

Discover Bloombase StoreSafe iSCSI secure storage on CentOS 7 with authorized IP network address
returns discovery and listing of Bloombase StoreSafe iSCSI secure storage.

ory -tst -p 192.168.12.199:3260




Bloombase Interoperability Program — Interoperability and Exit Form P54 © 2017 Bloombase, Inc.

BLOOMBASE CONFIDENTIAL

6.4.2 Connect to iSCSI Secure Storage

Authorized client is able to connect and access Bloombase StoreSafe iSCSI secure storage without any
permission denied error message.

6.4.3 Dump in iSCSI Secure Storage Raw Device

Write and dump in contents to Bloombase StoreSafe iSCSI secure storage as raw device which gets

encrypted and persisted physically at backend storage.

Backend volume is encrypted by using key iscs1_Key01 that has been created and managed at IBM
SKLM.
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6.4.4 Dump out iSCSI Secure Storage Raw Device

Dump out contents from Bloombase StoreSafe iSCSI secure storage as raw storage device which gets un-
encrypted on the fly and retrieved physically from backend storage.

# dd if=

6.4.5 Create Filesystem on iSCSI Secure Storage

Create partition on mounted Bloombase StoreSafe iSCSI secure storage and create filesystem.
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unting information: done

6.4.6 Write to Filesystem on iSCSI Secure Storage

Create a new text document, named password. txt, in the mount-point referencing Bloombase
StoreSafe iSCSI secure storage. File is encrypted on the fly and stored physically at the backend storage.
File is encrypted using key iscs1 Key01 that has been created and managed at IBM SKLM.

t ~]# echo "Jc

[ root@ : st ~]# 1s /mnt/iSCE
Jmnt/ 1y

6.4.7 Read from Filesystem on iSCSI Secure Storage

Read the newly created file from mount-point referencing to Bloombase StoreSafe iSCSI secure storage,
cipher-text file is retrieved physically from backend storage and un-encrypted on the fly. File is
successfully presented and read as virtual clear-text data. File is un-encrypted using key 15CcST Key01
that has been created and managed at IBM SKLM.

alh -1# cat /mnt/i

.Doe u&G43t



Bloombase Interoperability Program — Interoperability and Exit Form P57 © 2017 Bloombase, Inc.

BLOOMBASE CONFIDENTIAL

6.4.8 Delete from Filesystem on iSCSI Secure Storage

Delete file from mount-point referencing to Bloombase StoreSafe iSCSI secure storage as if normal
virtual-plain file. Deleting file from mount-point referencing to Bloombase StoreSafe iSCSI secure storage
will automatically delete file at backend storage.

~1# rm /mnt/iSCSI0L/passw
lar file “/mnt/i )
ost ~]# 1s -1 /mnt/1iSCSIE1

root root 16384 Jan 12 16:55

6.5 Test Cases for FCP Data Encryption and Decryption

6.5.1 Initialize FCP Secure Storage Disk

Client with authorized HBA WWNs and proper SAN switch zoning will be able to access Bloombase

StoreSafe FCP secure storage as a disk and initialize the disk.

6.5.2 Dump in FCP Secure Storage Raw Device

Write and dump in contents to Bloombase StoreSafe FCP secure storage as raw device which gets

encrypted and persisted physically at backend storage.
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Backend volume is encrypted by using key FCc_Key01 that has been created and managed at IBM SKLM.
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6.5.3 Dump out FCP Secure Storage Raw Device

Dump out contents from Bloombase StoreSafe FCP secure storage as raw storage device which gets un-
encrypted on the fly and retrieved physically from backend storage.

6.5.4 Create Filesystem on FCP Secure Storage

Create partition on mounted Bloombase StoreSafe FCP secure storage and create filesystem.
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g information: done

6.5.5 Write to Filesystem on FCP Secure Storage

Create a new text document, named password. txt, in the mount-point referencing Bloombase
StoreSafe FCP secure storage. File is encrypted on the fly and stored physically at the backend storage.
File is encrypted using key FC_Key01 that has been created and managed at IBM SKLM.

6.5.6 Read from Filesystem on FCP Secure Storage

Read the newly created file from mount-point referencing Bloombase StoreSafe FCP secure storage,
cipher-text file is retrieved physically from backend storage and un-encrypted on the fly. File is
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successfully presented and read as virtual clear-text data. File is un-encrypted using key Fc_Key01 that

has been created and managed at IBM SKLM.

6.5.7 Delete from Filesystem on FCP Secure Storage

Delete file from mount-point referencing Bloombase StoreSafe FCP secure storage as if normal virtual-

plain file. Deleting file from mount-point referencing Bloombase StoreSafe FCP secure storage will
automatically delete file at backend storage.
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7. Interoperability and Certification
Confirmation

By completing this Exit Form, IBM confirms that Bloombase StoreSafe will be validated by the typical QA
process employed by IBM solution testing procedure and that issues found with the solution will be
reported to Bloombase.
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8. References

Bloombase StoreSafe, http://www.bloombase.com/products/storesafe/

IBM Security Key Lifecycle Manager, http://www-03.ibm.com/software/products/en/key-lifecycle-
manager

IBM SoftLayer, http://www.softlayer.com/

IBM Bluemix, https://www.ibm.com/cloud-computing/bluemix/

Brocade 300 SAN Switch, http://www.brocade.com/en/products-services/storage-networking/fibre-

channel/300-switch.html

HPE 1920-48G Ethernet Switch, https://www.hpe.com/us/en/product-catalog/networking/networking-

switches/pip.switches.7399514.html

QLogic QLE2672, http://www.glogic.com/Products/adapters/Pages/FibreChannelAdapters.aspx
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Red Hat Enterprise Linux, http://www.redhat.com/en/technologies/linux-platforms/enterprise-linux
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