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Executive Summary

Entrust Cryptographic Security Platform (CSP) Key and Secrets Manager has been validated by Bloombase InteropLab to
run with Bloombase StoreSafe Intelligent Storage Firewall. This document describes the steps carried out to integrate
Entrust CSP with Bloombase StoreSafe software appliance on Broadcom VMware ESXi to deliver high bandwidth
transparent storage encryption on Terabit Ethernet for mission critical software applications. Client host systems Microsoft
Windows 11 and Ubuntu 22.04 LTS have been tested with Entrust CSP and Bloombase StoreSafe storage firewall solution
to secure Microsoft Storage Server 2025 and Rocky Linux 9 storage backends via storage networking protocols including
SMB, NFS, iSCSI and NVMe/TCP.
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Purpose and Scope

This document describes the steps necessary to integrate Entrust CSP with Bloombase StoreSafe to deliver agentless,
transparent encryption security of traditional storage systems and next-generation storage services for mission-critical
applications. Specifically, we cover the following areas:

o Install and configure Bloombase StoreSafe software appliance
[ ) Integrate Bloombase StoreSafe with Entrust CSP

[ ) Integrate Microsoft Windows 11 and Ubuntu 22.04 LTS client systems with Bloombase StoreSafe and Entrust CSP
data-at-rest encryption security solution for Microsoft Windows Server 2025 and Rocky Linux 9 storage backends to
demonstrate how high-bandwidth, agentless, application-transparent data encryption could be achieved for multiple network
storage protocols namely SMB, NFS, iSCSI and NVMe/TCP.



Bloombase Interoperability Program  P6 © 2025 Bloombase, Inc.

Assumptions

This document describes the integration of Entrust CSP with Bloombase StoreSafe. It is assumed that you are familiar with
operation of Entrust CSP, storage systems, and major operating systems including Linux, Microsoft Windows, IBM AlX, HP-
UX and Oracle Sun Solaris. It is also assumed that you possess basic UNIX administration skills. The examples provided
may require modifications before they are run under your version of operating system.

As Entrust CSP is third party option to Bloombase StoreSafe data at-rest encryption security solution, you are
recommended to refer to installation and configuration guides of specific model of Entrust CSP for your actual use cases.
We assume you have basic knowledge of storage networking and information cryptography. For specific technical product
information of Bloombase StoreSafe, please refer to our website at https://www.bloombase.com and Bloombase SupPortal
https://supportal.bloombase.com.



https://www.bloombase.com/
https://supportal.bloombase.com/
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Infrastructure

Setup

The integration discussed in this guide is based on the system block diagram below:
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Application Host on

Application Host on Canonical Ubuntu
Microsoft Windows 11 22.04 LTS
(192.168.23.157) (192.168.211.68)

N
[] %] Ubuntu

Write and Encrypt
Read and Decrypt

Bloombase StoreSafe) Entrust CSP
(bloombase01, (192.168.12.197)
192.168.23.156,
192.168.211.24)

(] @ Rocky Linux”
Storage on Storage on
Microsoft Windows Rocky Linux 9
Server 2025 (192.168.211.151)
(storageO1,

192.168.23.153)
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Storage Encryption

Storage Encryption Bloombase StoreSafe Intelligent Storage Firewall Software Appliance v4.0
Server Broadcom VMware ESXi 6.5 on Dell PowerEdge T440 server

Processor 4x Virtual CPU (vCPU)

Memory 8GB

Network Interface Card NVIDIA ConnectX-6

Key Management System

‘ Key Management System | Entrust Cryptographic Security Platform (CSP) Key and Secrets Manager 10.4.5.0

Storage Systems

Microsoft Storage Server on Microsoft Windows NVMe over Fabrics (NVMe-oF) storage services
Server 2025 on Rocky Linux 9

Storage
Systems

Storage Hosts

‘ Client Hosts | Microsoft Windows 11 Ubuntu 22.04 LTS
Networking
Ethernet Switch Celestica Seastone DX010 32-port 100GbE ONIE Switch
Network Interface Card NVIDIA ConnectX-6

Network Cables NVIDIA/Mellanox 100GbE QSFP28 DAC Cables
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Configuration Overview

Entrust Cryptographic Security Platform (CSP)

Entrust Cryptographic Security Platform (CSP) Key and Secrets Manager is a scalable and feature rich KMIP server.
Entrust CSP manages the encryption keys for all of your virtual machines and encrypted data stores and can scale to
support thousands of encrypted workloads in large deployments.

The Entrust CSP provides central management and secure storage of encryption keys, including those generated by
Bloombase StoreSafe products, and KMIP-compliant cloud vendors. It provides intuitive web-based console, and APIs for
managing of encryption keys.

The KMIP services provided by Entrust CSP are used by Bloombase StoreSafe for encryption protection of data-at-rest use
cases.

Entrust CSP Configurations

In this demo, an Entrust Cryptographic Security Platform (CSP) is installed and configured as a single node network
attached virtual appliance with IP address 192.168.12.197 assigned. In multiple node clusters, each nodes IP address can
be used or a round-robin approach on a shared IP address.
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ENTRUST

Cryptographic Security
Platform
Vault for KMIP

User Name

Password

&

Entrust CSP can be managed remotely via web-based management console. A vault for KMIP use must be created and
configured.

Vault Details X

CspPo1

Type
KMIP

Created
Jun 05,2025 11.0110 PM

Vault URL
https://192.168.12.197/kmip/33bc3f48-c9a7-4544-a77
3-9b570007d441/CSPO1/

B Copy

API URL
https://192.168.12.197/kmipTenant/1.0/Login/33bc3f4
8-c9a7-4544-2773-9b570007d441/

B Copy

Administrator

Admin Name

CsPadmin

User Name
interoplab@bloombase.com

Email Notifications
off

Close
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KMIP Client

For the purpose of this interoperability testing, client “bloombase01” is provisioned and assigned for the Bloombase
StoreSafe software appliance instance.

X.509 key pair “CN=bloombase01” is created and assigned as the KMIP client authentication for the user.

CRYPTOGRAPHIC SECURITY PLATFORM
@ ENTRUST Vault for KMIP cspol i & 2

# Home &% Client Certificates (&) Objects x

Manage Client Certificate
Filter

Name Valid From Expiration Generated From Exter... Authentication

bloombase01 Jun 6, 2025, 4:09:26 PM Jun 6, 2026, 4:.09:25 PM v Yes Disable

Showing 1 to 1 of 1 records (0 Selected)
©2025 Entrust Corporation. All Rights Reserved.

The KMIP client certificate must be signed by the Entrust CSP CA.
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Certificate Details

Detais | Client Certiicate  CA Certicate:

Bag Attributes: <o Attributes>
subject=C=US, ST=CA, O=Bloombase, CN-bloombase@l
issuer=C=US, O=HyTrust Inc., CN=HyTrust KeyControl Certificate Authority

MITEITCC IKoZThveNAQEL
VX 01c3gSHSILIEXHC BL2AD
b25¢ JYKRIIEF s

NJAMDYwODASHVSHEQXC ZAIBENVBAY TAIVTHOsWCQYDVQQIDATDQTESHBAGALUE
€I Qmxvb21YXNIMRQWE EYDVOQDOAL 1bGIvbIhe 2UuNTCCAS TWDQY IKoZ Thve
AQEBBQADEEEPADCCAQoCEEE BANy Duv hBAZ S0vancErpeSxzcj jf corxbutCika
a1RAFIKU3qdrUIOYRB1X551 61 ZvpDHEACsFYhbLahkyPxcKNi0 c HNgaY6ed

1F2C

x:
VVFIxX153PTKNG] /2/HRT1rsQwi 10aWK2Hay Sululué JyeDOy /KheShXLLOWUST2

wGg7/2TLvedoQ/ ENUF74HI0TS991/x0b
g 12 gFdYOMHC oD

AQOEHXYAT381b INTTCBHZWS 1 crf 071

AWNRAGURHQYDVROOBBYEFGYHBYR K 2xpg1 /6V 1q J8£GEEC JaMBBGA1 UdTuQYMBaA
FABSNHSZ1ZL1P7frj1tyggdRsHKAMAOGCS65 b IDQERCHUAMTCAQLONI N1 ZXAT
F317g81 s 5 30MGHB 1V Y1 K
2 33y VKIryC BPKT

s A 171aDIXGOIRE1IGE
FX9WaYOXCZxF TCHCO07dXT18240NXU1 214 1HngKF nmrGRg+ t0IF eTCVOIKF 6K7x3
MP12nS2C/q0UZ4 T ThOS2hEGQISEONFedUGOBF ry6a37X5¥7Q3t1 TATWYIFIQI7d0
Pt

g Tatiezc
PI64Gog: 002y 3y1 SXHm2akknr TauSWSSWL J4D Bty
31PZg1VqBDtdhpT 2nrixk/ xBA7ak3jotis 3LavABYr 3hy+pGGhyQSVD)/ 550D

1% Download

The KMIP client and CA certificate are downloaded and added to the Bloombase StoreSafe web management console.

Network Configuration
Ethernet Switch Configuration

Celestica Seastone DX010 32-port 100GbE ONIE switch has been used in this integration testing.

Ports 24 and 28 of the 100Gb Ethernet switch are connected to the NVIDIA ConnectX-6 NICs via DAC cables as shown in
the SONIC console below.
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Admin

Direct Attach Copper (DAC) Cable

NVIDIA/Mellanox 100GbE QSFP28 DAC cables have been used in this interoperability testing.
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Network Interface Card (NIC)

NVIDIA ConnectX-6 NIC has been used in this integration testing.

NVIDIA.
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Microsoft Storage Server on Microsoft Windows
Server 2025 Storage Backends

Microsoft Storage Server on Microsoft Windows Server 2025 running on Broadcom VMware ESXi is used in this
interoperability test which is able to provide storage services over network storage protocols including iSCSI, NFS, SMB,

CIFS, REST, etc.

Microsoft Windows Server 2025 is deployed as a virtual appliance (VA) on Broadcom VMware ESXi.
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SMB Services Configuration

T Server Manager

Server Manager * File and Storage Services * Shares ) g Manage  Took
=% SHARES VOLUME
Servers ~ All shares | 2 total TASKS w smb01 on WINSER175 TASKS
i Volumes o ()
Disks Capacity: 99.4 GB
Storage Pools Share Local Path Protocol  Availability Type
) 18% Used B 17.9 GB Used Space

4 WINSER175 (2) | 81.5 GB Free Space

iSCSI

Work Folders nfs01 CAShares\nfs01 NFS Mot Clustered

Go to Volumes Overview >

QUOTA
smb01 on WINSER173

To use quotas, File Server Resource Manager must be installed.

To install File Server Resource Manager, start the Add Roles and Features Wizard.
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smb01 Properties — O x

smb0’

Show Al
Genera
Permissions +
Settings Server Name: WINSER175
Share name: smbi0l

Share description:
Folder path: ChShares\smb01
Protocal: SME

Awailability type: Mot Clustered

OK ‘ | Cancel Apply

Microsoft Windows Server 2025 File Management is configured to provide the SMB share backend storage to client system
users.
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NFS Services Configuration

T Server Manager

Server Manager * File and Storage Services * Shares @ | Py Meage oo
SHARES VOLUME
Servers Al shares | 2 total smb01 on WINSER1T5
[ Volumes Fitter L @)

Disks Capacity: 994 GB

Storage Pools Share Local Path Protocol  Availability Type
18% Used B 17.9 GB Used Space
| 815 GB Free Space

4 WINSER175 (2)

iSCsl CAShares\smbi Not Clustered

Work Folders nfs01 CAShares\nfs01 NFS Not Clustered

Go to Volumes Overview >

QUOTA
smb01 on WINSER175

To use quotas, File Server Resource Manager must be installed.

To install File Server Resource Manager, start the Add Roles and Features Wizard.
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KT nfs01 Properties

nfsO1

Show Al

General =

Authentication +

General

Share Permissions  + Server Name:

MTFS Permissions  + Share name:
Folder path:
Remaote path:

Protocol:

Availability type:

WINSER17S

nfs01
ChShareshnfs01
WINSER175:/nfs01
MFS

Mot Clustered

OK | | Cancel

Apply

NFS storage service is provisioned on Microsoft Windows Server 2025 to be used in this integration testing.
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ISCSI Services Configuration

T Server Manager — [m] >

Server Manager * File and Storage Services * iSCSI @ | P moe wook  vew nep

[ Servers
[ Volumes
[0 Disks

Storage Pools

Shares

Work Folders

Last refreshed on 7/22/2021 2:40:32 AM

iSCSI TARGETS

CAISCSIVirtualDisks\iSCS|-diskD1.vhdx on WINSERTTS TASKS w
Filter p B @~ v
Name - Server Name  Target IQN Target Status  Initiator ID

ign.1991-05.com.microsoft:iscsi0l WINSER175  ign.1991-05.com.microsoftiscsi0 Not Connected IQN:ign.2012-07.com.bloombase, IQN:ign.2012-07.com.bloombas|

iSCSI storage service is also provisioned on Microsoft Windows Server 2025 to be used in this integration testing.

NVMe over Fabrics (NVMe-oF) Storage Target on
Rocky Linux 9 Storage Target

Linux NVMe-oF target software is used to be the storage backend secured by Bloombase StoreSafe Intelligent Storage
Firewall.
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[root@carockyl1Sl ~1# numetcli

I o- ngn.2814-88.org . numexpress ;unid :4af 975208 -1bf e-4cBd-9869-5f h9abb32789
o-
lo-1
I | o- ana_groups
111 o-
I | o- referrals
I | o- subsystems
11 o-
l o-2
| 0- ana_groups
1 I o-
1 o- referrals
| o- subsystems
1 o-
o-
0- ngn.2814-88 . org . numexpress :NUME tuwid : 7879993e-7413-4338-9bIb-a3af 82259b18
o- allowed_hosts

0- Namespaces R 1
0- [path=/dev/nullbB, unid=e581a156-7468-45e2-bbae-B457eB?62342, grpi , disabledl

Bloombase StoreSafe Intelligent Storage Firewall

Bloombase StoreSafe delivers unified data at-rest encryption security of files, block devices, objects, sequential storages,
etc. In this interoperability test, both file-based and block-based encryption security services are validated against
Bloombase StoreSafe with keys managed at Entrust CSP.

Bloombase StoreSafe Intelligent Storage Firewall software appliance is deployed as a virtual appliance (VA).

& Main 4= Logout & Support M About P Help

E Bloombase StoreSafe Security Server

Greeting Mafn

Name: cassf156

dmin

-06 System Information

oo

Product Name 4.0.0.1
Menu Bar 0700
System
Operation Serial Number 9830
Perpetuality V|

StoreSafe Configurations

- Model vZ @ 2.20GHz
otorage

Allocated Memory

Used Memao
Language Used Memo

Total Dis

English

Application Status

Application Status u u b g

own Time

ndby Time
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Entrust Cryptographic Security Platform (CSP) and Bloombase StoreSafe Integration

Bloombase supports Entrust CSP out of the box due to the fact that both products support OASIS Key Management
Interoperability Protocol (KMIP).

To enable the built-in Bloombase KeyCastle to utilize keys managed in the network attached Entrust CSP, the KMIP service
configuration at Bloombase web management console has to be set up. This is done by clicking “OASIS KMIP Key
Manager” under “Key Management”.

List KMIP Key Manager

List KMIP Key Manager

ﬂ Name Model Host Address Port

Add

Input a name for the configuration, and select Model as

Entrust Cryptographic Security Platform

Input also the host address and port to access the Entrust CSP, and import the signed X.509 key pair as “Client Keystore”,
the certificate of the local root CA on Entrust CSP as “Trust Certificate”. Multiple IP addresses may be listed if using multiple
CSP nodes in a cluster.

Note: the certificates provided by the Entrust CSP are PEM format and must be converted to CRT before uploading to
Bloombase StoreSafe.
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Modify KMIP Key Manager
Modify KMIP Key Manager

Name CsP

Model Entrust Cryptographic Security Platform +
Host

e 192.168.12.197

Port 5696

Timeout 30000 ms

Retry 1

Count

Retry

Wait Time 20C0 ms
Usermame

Password

Test

Results :

192.168.12.197 : Success Vendor ID : cryptsoft.com

Test Submit Refresh Delete Cancel

Client Keystore

CN=bloombase01
0O=Bloombase
ST=CA

C=Us

Subject Name

Serial Number 00c52419f1
CN=HyTrust KeyControl Certificate Authority

Issuer Name O=HyTrust Inc.
C=Us
Certificate @

Valid Start Date  2025-06-06
Valid End Date 2026-06-06

Create Certificate Request

Client Key/ Certificate | Browse.. | Mo file selected.

Fin Upload

Trust Certificate

CN=HyTrust KeyControl Certificate Authority
Subject Name O=HyTrust Inc.
C=Us

Senial Number 682419ec

CN=HyTrust KeyControl Certificate Authority
Issuer Name O=HyTrust Inc.
C=Us

Valid Start Date  2024-11-13
Valid End Date 2040-05-13

Trust Certificate File \ Browse... | No file selected. Upload

X.509 key pair CN=bloombase01 is generated and signed by the root CA in the Entrust CSP, and assigned as the client
authentication key pair for Bloombase StoreSafe.
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Modify KMIP Key Manager

Modify KMIP Key Manager

Name CSP

Model Entrust Cryptographic Security Platform +
Host

Addresses 192.168.12.197

Port 5696

Timeout 30000 ms
Retry

Count L

Retry _
Wait Time 5000 n3
Usemame

Password

Test

Results :

182.168.12.197 : Success \endor ID : cryptsoft.com

Test Submit Refresh Delete Cancel

Click ‘Submit’ to commit the configuration. If the certificates are setup properly, “test results” of the KMIP Key Manager
would return “Success”.

Encryption Key Provisioning

To generate key in attached Entrust CSP, select Key Source Type as
OASIS KMIP Key Manager
and the assigned Key Manager label, in this case
CsP

Select “Add Key” and “generate” to create a new key on the key manager.
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Modify Key Wrapper

Key Wrapper Permissions

Modify Key Wrapper

Name keyD1

Key Source QOASIS KMIP Advanced management

Type Asymmetric

Active

KMIP Key Manager CSP

KMIP Key UUID cddd5b30-8a88-4b86-81ea-42a243758879
KMIP Key Name key01

Oowner admin

Last Update Datetime  2025-06-06 01:12:56 -0700

Key Version

Key Version 1

Rotation Period (Days)

Submit Submit And Rotate Key Delete

Or if key already exists, simply choose from the dropdown box.

Modify Key Wrapper

Key Wrapper Permissions

Modify Key Wrapper
Key Source 0ASIS KMIP Advanced management ~
Key Manager CSP ~

Object key0l ~

Select Key Add Key

Close

Ensure you import a key from the key manager before you submit the key wrapper.

Close

© 2025 Bloombase, Inc.
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Find Key Wrapper

Find Key Wrapper
Name Type v Active v CA v
» More Options

Find Reset Add

1-1of1 ==
£] Name Type Key Source . ive status CA Subject DN Issuer Effective Expiry ub?l?m
Type DN Datetime Datetime Datetime
OASIS KMIP 2025-06-06
1 keyDl Asymmetric Advanced UUID=cddd5b30-8a88-4b86-81ea-42a243758879 KMIP=CSP 01:12:56
management -0700
1-1of 1 =]z

The new key can be found on the Entrust CSP management console.

KMIP Object Details

KMIP Attributes  Custom Attributes ~ KMIP Identifiers

uuiD cddd5b30-8a88-4b86-81ea-42a243758879
Object Type Certificate

State ACTIVE

Activation Date Jun 6, 2025, 4:12:52 PM

Cryptographic Usage Mask Verify,Encrypt

Cryptographic Algorithm RSA

Cryptographic Length 2048

Encrypted With KEK X No

Initial Date Jun 6, 2025, 4:14:28 PM

Last Status Changed Date Jun 6, 2025, 4:14:28 PM
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Bloombase StoreSafe Data-at-Rest Encryption for SMB Configuration

Physical storage namely

smb01

is configured to be secured by Bloombase StoreSafe using encryption.

Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Name smb01
Descrniption
Vs
Physical Storage Type Remote v
Type Common Internet File System (CIFS) v
Host storage01
Share Name smb01
Read Size 65536 bytes
Write Size 65536 bytes
Mount Hard ]
User user0l
Password
Options
Virtual Storage smb01
Owner admin

Last Update Datetime 2021-07-22 08:32:00 -0700

Submit Delete Close

Virtual storage namely

smb01

of type

File
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is created to virtualize physical storage
smb01

for application transparent encryption protection over network file protocols including SMB.

Modify Virtual Storage
Virtual Storage Protection Access Control Permissions

Modify Virtual Storage

Name smb01
Status
Description
vz
Active
Mode File
Protocol SMB
Owner admin

Last Update Datetime 2021-07-22 04:33:45 -0700

Settings

Offline Setting Disabled W

Physical Storage

Storage smbo1 O @

Descniption

Physical Storage Type Remote

Type cifs
Host storage01
Share smb01

Submit Delete Status Close

Protection type is specified as
Privacy

and secure the Microsoft Storage Server storage backend using
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AES 256-bit
encryption and encryption key
keyO1l

managed at Entrust CSP.

Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type Privacy v
Encryption Keys

ﬂ Key Name Last Update Datetime
1 [ keyD1

Add Remove

Header

Protected

Cryptographic Cipher

Cipher Algorithm AES w
Bit Length 256 v
CTR Mode

Submit Close

SMBJ/CIFS storage protocol relies mainly on user-password authentication for access control. In this test, the Bloombase
StoreSafe secure storage resource

smpb01

is provisioned for user
user0l

with Microsoft Active Directory (MSAD) integration for user-password authentication and single sign-on.
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions

User Access Control

Warning: Deny access will override allow access

Everybody (Jread [Jwrite
O Deny Read |:'Deny Write

User Repository Local v

4E] U Access Control Deny Access Control w = Last Update

SEr List List asng Datetime
i v v (] ] _07- .23,
1 [ useror~ CAread 8 UpenyRead [J 2021-07-22 04:33:45
Write Deny Write

-0700
Add Remove

v More Options

Refresh Submit Close

Bloombase StoreSafe Data-at-Rest Encryption for NFS Configuration

Physical storage namely

nfs01

is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration

Physical Storage

Permissions

Physical Storage Configuration

Name

Description

Physical Storage Type
Type

Host

Share Name

Read Size

Write Size
Synchronous

Mount Hard

Options

Virtual Storage
Owner

Last Update Datetime

Virtual storage namely

of type

nfs01

Remote v

Network File System (NFS) v
storage01

nfsO1

65536 bytes

65536 bytes

vers=4.1

nfsO01
admin

2021-07-23 04:47:41 -0700

Submit Delete

nfs01

File

is created to virtualize physical storage

nfs01

Close

for application transparent encryption protection over network file protocols including NFS.

© 2025 Bloombase, Inc.
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Modify Virtual Storage

Virtual Storage Protection Access Control

Modify Virtual Storage

Name nfs01
Status
Description

Active
Mode File
Protocol NFS
Owner admin

Last Update Datetime 2021-07-22 09:55:37 -0700

Settings

Offline Setting Disabled W

Physical Storage
Storage nfso1 O

Description

Physical Storage Type Remote

Type nfs
Host storage01
Share nfs01

Submit

Protection type is specified as

Delete Status

Privacy

and secure the Microsoft Storage Server storage backend using

encryption and encryption key

AES 256-bit

keyO1

Permissions

Close

© 2025 Bloombase, Inc.
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managed at Entrust CSP.

Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type  Pnvacy v
Encryption Keys

‘ﬂ Key Name

Last Update Datetime
1 [ key01

Add Remaove

Header

Protected

Cryptographic Cipher

Cipher Algonthm  AES v
Bit Length 256 v
CTR Mode

Submit Close

NFS storage protocol relies mainly on UID/GID and networking for access control. In this test, the Bloombase StoreSafe
secure storage resource

nfs01

is provisioned for client IP

192.168.23.157
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions

User Access Control

Everybody Read Writa

NFS File System Object Attributes

Root Squash ]

Weak Cache Consistency [

Default User Identifiar
Default Group Identifier

Default Mode

Host Access Control

¢E| Host Accesl-si_:.:ontrol Security Warning Last Update Datetime
B read 2024-08-01 02:30:50
] -
1 132.168.23.157 Write sys “0700

Add Remove

Subnet Access Control
El Subnet Access Control List Security Warning Last Update Datetime
Add Remove
¥ More Options

Refresh Submit Closa

Bloombase StoreSafe Data-at-Rest Encryption for iSCSI Configuration
Physical storage namely
iscsiOl

is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration

Physical Storage

Permissions

Physical Storage Configuration

Name
Descniption

Physical Storage Type
Block I/0

Multipath

Device ID [max 8 chars]
Options

Device

Virtual Storage
Owner

Last Update Datetime

Virtual storage namely

of type

iscsi01

Device v
[i]

11

60003&44dc75adc919e979aaaf5804o,O’(?g

iqn.2012-07.com.bloombase:iscsiO1
admin

2021-07-23 11:53:49 -0700

Submit Delete Close

ign.2012-07.com.bloombase:iscsiOl

iSCSI

is created to virtualize physical storage

for application transparent encryption protection over network file protocols including iSCSI.

iscsiOl

© 2025 Bloombase, Inc.
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Modify Virtual Storage

Virtual Storage Protection Access Control iSCSI Permissions

Modify Virtual Storage

Name ign.2012-07.com.bloombase:iscsi01
Status
Description
Vs
Active
Mode 1I5CSI
Tape Library B
ATS O
Cluster O
Vendor
Model
Revision
Owner admin

Last Update Datetime 2021-07-23 11:54:59 -0700

Physical Storage

EI Storage Description
2 () iscsi01

Submit

Protection type is specified as

Device
60003ff44dc75adc919e575%aaaf58040

Add Remove

Delete Status Close

Privacy

and secure the Microsoft Storage Server storage backend using

encryption and encryption key

AES XTS 256-bit

keyOl

© 2025 Bloombase, Inc.
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managed at Entrust CSP.

Modify Virtual Storage Handler

Virtual Storage Protection Access Control iSCSI Permissions

Virtual Storage Protection
Protection Type  Privacy v
Encryption Keys

ﬂ Key Name
1 [ key01

Last Update Datetime

Remove

Cryptographic Cipher
Cipher Algorithm AES XTS w

Bit Length 256 v

Submit Close

iSCSI storage protocol relies mainly on CHAP, IQN, and networking for access control. In this test, the Bloombase
StoreSafe secure storage resource

ign.2012-07.com.bloombase:iscsiOl

is provisioned for initiator

ign.1991-05.com.microsoft:windowsll
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control iSCSI Permissions
Allowed Portal
£ Portal IP

Add Remove

Incoming Users
‘E] User Warning Last Update Datetime

Add Remove

Initiators
Last
ﬂ Initiator Alias Warning Update
Datetime
2021-07-
— . - . 23

1 [_] ign.1991-05.com.microsoft:windows11 13:12:08

-0700

Add Remove

v List Initiators

Refresh Alias Submit Close

Bloombase StoreSafe Data-at-Rest Encryption for NVMe/TCP Configuration

Physical storage with Intel Solid State Drive DC P3600 Series PCle NVMe SSDs is configured to be secured by Bloombase
StoreSafe Intelligent Storage Firewall.
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Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Name nvme01
Description

7
Physical
Storage Block v
Type
Device ID 1816d452-ac0d-49c2-9de0-d378f0cff5d6
Options
Device d9395873-b937-4139-8911-07c347c447c0 p ‘r_l‘g
sl ngn.2022-06.io.storesafe:nvme01
Storage
Owner admin
Last Update

X 2022-10-04 12:16:40 -0700
Datetime

Virtual storage with “NVMe” mode is created to secure the just configured physical storage.
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Modify Virtual Storage

Virtual Protection Access

Storage Control Permissions

Modify Virtual Storage

Name ngn.2022-06.io.storesafe:nvme01
Status
Description

P
Active
Mode NVMe
Model

Serial Number

Owner admin

Last Update

X 2022-10-05 10:03:21 -0700
Datetime

Physical Storage
"EI Storage Description Device

d9395873-b937-4139-8911-

1 [J nvmeo1 07c347c447¢0

Select “Privacy” for protection type and select the encryption key. Choose the cipher algorithm and bit length.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type  Privacy v
Encryption Keys

'E| Key Name Last Update Datetime
1 | key01

Remove

Cryptographic Cipher
Cipher Algonthm  AES XTS v

Bit Length 256 v

Submit Close

Add clients’ NVMe Qualified Name (NQN) that can access Bloombase StoreSafe virtual storage.

Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions
Initiators
E Initiator Alias Warning Last Update Datetime

1 0 ngn.2014-08.org.nvmexpress: uuid: cf2eae42-6537-4891-85¢2-77bbff4598b8 2022-06-03 14:50:03 -0700

2 (J  ngn.2014-08.0org.nvmexpress: uuid: 98c22f42-0694-af6d-1b5b-6d7bdead944d 2022-07-13 12:20:18 -0700

Start Bloombase StoreSafe virtual storage.
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Virtual Storage Status

Virtual Storage

Name ngn.2022-06.io.storesafe:nvme01
Status

Active

Type NVMe

Physical Storage

Name nvmeO01

Type Unknown

Active Share Status

Share Name ngn.2022-06.io.storesafe:nvme01
ST Unknown
Type
Target : ngn.2022-
Storage Path 06.io.storesafe:nvmeD1
LUN 1:[_SS nvme33nl__ ];
Sessions 2 P

Refresh Stop Start Close

Storage Clients

Microsoft Windows 11

Client host running Microsoft Windows 11 is used to access Bloombase StoreSafe Intelligent Storage Firewall virtual
storage.
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)

LT

ISCS! Initiator Properties X

Targets DSCOVErY  Favorite Targets  Vokumes and Devices RADIUS ~Configuraton

Target portals

The system wil ook for Targets on folowing portal: Rt
Address Port Adapter 1 address
192.168.23.1% 3260 Defout Defoult
To 2dd a target porta, cck Discover Portal. Discover Portal..
Toremove a target portal, select the address above and Ranove
then dick Remove.
ISNS servers

The system i regstered on the folowing ISNS servers: Refresh
Name

To add an iS5 server, cick Add Server. Add Server
To remove an ISNS server, select the server above and

then dick Remove

Cancel

-

" 144 PM
B - ¥e AT DD g

Ubuntu 22.04 LTS

Client host running Ubuntu 22.04 LTS is used to access Bloombase StoreSafe Intelligent Storage Firewall virtual storage.

avail
buntu
buntu
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Test Cases

Tests for Data-at-Rest Encryption over SMB

SMB shares are an example from the many protocols Bloombase StoreSafe supports for encryption. A share from a
Windows Server 2025 system that is accessible by domain users is created to act as backend storage. Bloombase
StoreSafe creates a virtual encrypted share on its own hostname path that is accessed from a client software system.
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@ New ~ X% O m BB = [} T sort ~ 82 View - as

& = ~ 4 [ Metwork » bloombasedl » v C ]

v o Quick access smb01

B Desktop
i Downloads

= Documents

* % % »

P Pictures

o Music
3 videos

> o OneDrive
> !Th\SPC

5 El Network

i
O

1 item

B Windows 11

Mcrosoft Windows:
Version 21H2 (05 Buld 22000, 132)
®Mirosoft Corporaton. Al rights reserved.

=
The Windows 11.Pro cperating system and it user interface re g
the Unted States and othr countrregions.

# \\bloombasedT\smb01

 Folders (6) O Gionsoasiy

Desktop
Liic Enter network credentials

Music
[

> Recent files (16)

Enter your credentials to connect to: bloombase01

user01

Domain: AD19

() Remember my credentials

1205 PM
A D gnyn0m

HoeEOZCB AT

=

Microsoft Windows 11 clients can use the included network share on file manager to access the SMB share presented by
Bloombase StoreSafe Intelligent Storage Firewall. Data owners can alternatively use the
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net use
command to specify additional mounting options.

BN Administrator: CA\WINDOWS!\system32icmd.exe - O w

MNetwork

On the virtual encrypted SMB share, a sample plaintext file is created by the client and saved. The file is transparently
encrypted by the Bloombase StoreSafe encryption engine with encryption keys managed by Entrust CSP and stored on the
Windows Server 2025 backend share.
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Bm Windows 11

Microsoft Windows
Version 2142 {05 Buld 22000, 120)
@ Mcromft Corporatian, Alrights reserved.

A § .,

The Windows 11Fro aperating system and s ueer interface aregl
4 pendngor ]
the Uited States and sther countries egons. © New ¥ 0 B B W A = View » B pecoword it - Notepad - D %
File Edt Format View Help
My IRS password: iluvyou
. © 7 0> Metwork > bloombasell 5 smbll
r the Mirosoft Software Ucense
Terme to: p
Hame Date modified fype
LTI v Quick access.
-] passwordaxt Text Document
3 Desktop "

4 Dowrloads  #
S Documents  #
1R Pictures +
6 Music
1 Videos

(

& OneDrive

I This PC

> i Network

fitem 1 item selected 24 bytes

100%  Windows (CRLF) =1 1 UTF-8

Ln 1, Col 1

a6 am
AT g0y @

PerEcCcam

If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe
encryption engine, only ciphertext can be read as expected.

Manage

Dashboard WELCOME TO SERVER MANAGER

B Local Server
Servers
5 File and Storage Services b o s °
| < 71> ThePC > LocalDisk(C) » Shares > smb0l e [S o
3d16.bb.com\namespacedT) () A pame i
(\ad19.5.comnamespaced) (V) T sk
\ System32
I This PC
¥ 30 Objects
ide
{ B Dekop
3 Documents
& Downloads
Rl
D Music
. ) password - Notepad - o x
I s fle Edt Formst Yiew Help
, 8 xa
%= Locat Disk (C) ul*FL,) -user@l ¢1.3.6.1.4.1.23372.8.1.2.4.1 + “MYIBOTCCATUCAQAWHZAQMQ: L " 1y3onCt
% b0 \ssf154.ad19.bb.com) (V)
= 501 (\ad19.5b.com\namespacedl) (W)
% 9402 (\ad19.bb.com\namespacedi) ()
ax 91503 (\\ad19.bb.com\namespaced) (¥:)
% 9504 (ad19.6b.cominamespaced) (Z)
o Ubaries Foof|
@ Network
Tiem  1itemselected 802KB

Windows (CRLF) Ln1, Col8217 100%
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Tests for Data-at-Rest Encryption over NFS

NFS shares are an example from the many protocols Bloombase StoreSafe supports for encryption. A share from a
Microsoft Windows Server 2025 system that is accessible by configure clients is created to act as backend storage.
Bloombase StoreSafe creates a virtual encrypted share on its own hostname path that is accessed from a client software
system.

[ This PC = [m] X
Tl sort 8= View wee
o 0
€ > « 4 > ThisPC =g e e losa oy Search This PC
= Map network drive

v Quick access ~ Folders (6) 52 Disconnect network drive

0 Desktop 40 Downloads
Dreskt
W Deskeop i &5 Selectall

i Downloads

oo
- ke o5 Select none Videos
< Documents \_A.

nvert selection

P Pictures v Devices and drives (3)

Properties
= E\ [ Fiopay Disk Drive (a7 - DVD Drive (D) ESD-1S0
r—

Fa Options BEl 0ovtcs free of 424 GB

% Local Disk (C) UDF
) Music

u Videos

» % OneDrive
> [ This PC
> 8 DVD Drive (D:) ESD-I

> 8l Network

9 items

i
0



Bloombase Interoperability Program P51 © 2025 Bloombase, Inc.

% Map Metwork Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: & -
Folder: Wibloombasellynfs01

Example: \\serverishare

B Reconnect at sign-in

[ | Connect using different credentials

Connect to a Web site that vou can use to store your documents and pictures,

Einish Cancel

Microsoft Windows 11 clients can use the included map network drive option to add the NFS share presented by

Bloombase StoreSafe Intelligent Storage Firewall with a drive letter. Data owners can alternatively use the mount command
to specify additional mounting options.



Bloombase Interoperability Program P52 © 2025 Bloombase, Inc.

E¥ Command Prompt - O X

serdl>mount

Properties

loombased®1\

On the virtual encrypted NFS share, a sample plaintext file is created by the client and saved. The file is transparently
encrypted by the Bloombase StoreSafe encryption engine with keys managed by Entrust CSP and stored on the Microsoft
Windows Server 2025 backend share.
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£ password.txt - Notepad = [m] X

L | File Edit Format View Help
= : My IRS password: iluvyow

fa New folder  ~ [E
&« v P == > ThisPC > nfs01 (\\bloombase01) (Z:)
A |
Name
v Quick access

=| password.txt
@ Desktop

i Downloads # - 11
>

— Documents #

PN Pictures

%= Local Disk (C2)

o i
O Music are protected
rty rights in
u Videos
> @ OneDrive Ln 1, Col 25 100%  Windows (CRLF) UTF-8
i o=
1item EI == [icense

Terms to:
user01

9:03 AM
~ 7% 7/30/2021

If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe
encryption engine, only ciphertext can be read as expected.
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Windows Servere

Microsolt Windowes Server
Version 24H2 (05 Build 26212.5000)
© Micrasoft Corporabon. Al rights reserved.

password.txt - Notepad o X

The Windows Server 2025 Datacenter operating System and its user s File Edit Format View Help
Interface are protected by trademark and other pending or existing " "
inteloctua proparty rghts in the Ursted States snd other s u 0 de
‘coutries/regions. ul*FL,) -nobody +1.3.6.1.4.1.23372.8.1.2.4.1 + 1, 0, 77 eleliei-W eBhsmkeyol,
» D) v (R) VHUBAORHIV-0]-  *THT:
Evaluation ires 9/15/2028 3:37 FM < .
P CHpy; B 1, ®=el/kieRcir00[Ay<EAipiexTIgei#J°dE
This product is benssd under the Micr %2681 ¢ /-0, €1 iAm0 10553 v7: - 36%CyBa[ €| xiiguF-Ad¢ Qp=§4101€n,{¢1Q,,/<aldgadA nl.}\DoZ=ww|d00E: FOVI8E2v,Aa8TW: OGz<BE
Tams y(av¥gh|t=,"1|B, | Z7amdR¢x -0< " @EP 2%, Iv¥?1| lOPveSTaU{aC Q-1 |sr ljava.util.ArraylistxO™Ca-' 1 Jsizexp w ur
user name 153 (2) 4,a{Q Ra! MK ‘ *En4ei@™1 10X _y15xDM;ii~9¢
org name ks xiis | {ACY[ R, 929 ED;-"tiyr  LO2L:1%0X  Ax"=Df02}§"_1yv_iAdgUnd*me'' 06552 ‘OA} [ELBF, @F0b 2+ EqéNMYTLE 190¢6: VI ixE 'iin
o <I*y0UG"A3pZ65194P) " €a’
D0
nfs01 X + aj32E4(0- ¢1bv=E, |Dep-]2ubia x
¢ 0 C @ > ThisPC >
D New X © [ @
ul*FL,) -nobody +1.3.6.1.4.1.23372.8.1.2.4.1 t 21, 0, 7, 0lolis-W shhsnkeyol
€Y Home WUBAOTHIv-07-  *THT:
" sdfsd J,  ®=0}/k3eRci200[Ay<EAIPIexTIgei +°3E
Y Garlery %265 ¢/~0% €1 1Am0 05537 v7: - 3éXCy0a[E| xiiguF-Ad¢ Dp=67101€n,{¢10Q,IcaldgadA ni.}\DoZ=ww]d00E: yOVIBE2V,RaSTW! Ouz<BY
sgf Y(a¥gh|t-, 7|R, |Z74mdR¢x -O¢ " @EP X, V32| llo*vesTau{aC Q-1 |sr ljava.util.ArrayListxd™Ca-b 1T dsizexp w ur
i J,3{Q a’ MK “ *Ehe 9@~ 0% _y15x0M; ii-9¢
D » xiis | {ACY] &, 92Y B sy LOZL:1%0¥  Ax"«=1f02)]"_17v_iAdgUnd*me' 06352 OA}[ELBF,OF0p *+Eqéfl4¥1LE) Ton¢6: V3 LixE "iitn
i Desktop B!

<IPyOUGAIP203198P) " 3"
L Downloads 7 —
tn1,Col 1 100%  Macintosh (CR)
& Documents
IR Pictures
© Music

3 videos

smbo1

I This PC

s DVD Drive (D) ¢

a8 Network

ected BOOKB  State: (# Shared

307 AM
w4204 O

~ G

I

."
)

-
-

Tests for Data-at-Rest Encryption over iSCSI

iSCSI targets are an example from the many protocols Bloombase StoreSafe supports for encryption. A target from a
Microsoft Windows Server 2025 system that is accessible by configure clients is created to act as backend storage.
Bloombase StoreSafe creates a virtual encrypted share on its own hostname path that is accessed from a client software
system.
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Sl Initiater Properties >

| - . S — . - — ———

Targ iration

Discover Target Portal

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick &
the Advanced button.

1 IP address or DNS name: Port: (Defaultis 3250.)

| bloombase0 1| 3260

| ..

E

1 | Advanced... Cancel |

| 1 | &

|

| ISMS servers

| The system is registered on the following iISNS servers: Refresh
Mame

é

To add an iSNS server, dick Add Server. Add Server...
To remave an iSNS server, select the server above and R —

then dick Remove.

oK Cancel Apply
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iSCSI Initiator Properties x |

Targets Discovery Favorite Targets Volumes and Devices  RADIUS  Configuration

Target portals |
The system will look for Targets on following portals: |
Address Port Adapter IP address |
| ‘bloombasel 1 3260 Default Default
|
To add a target portal, dick Discover Portal. Discover Portal,..
To remove a target portal, select the address above and Remove
then dick Remove,
iSNS servers
The system is registered on the following iSNS servers: Refresh
Mame
| To add an iSNS server, dick Add Server. Add Server...
To remove an iSNS server, select the server above and Remae
then dick Remave. .
oK Cancel Apply

Microsoft Windows 11 clients can attach the virtual encrypted share with the default iISCSI initiator tool. Add the hostname
and port to the discover tab, then connect to the iISCSI storage target presented by Bloombase StoreSafe Intelligent
Storage Firewall. To access the Bloombase StoreSafe iSCSI disk, make sure the client IQN is be added the Bloombase

StoreSafe configuration. The disk will be mounted to the client operating system and it can be formatted with a filesystem,
in this case, NTFS.
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Targets Discovery Favorite Targets  Volumes and Devices

Quick Connect

RADIUS Configuration

To discover and log on to a target using a basic connection, type the IP address or

DNS name of the target and then dick Quick Connect.

Target:

Discovered targets

Quick Connect...

Refresh

Mame
ign. 2012-07. com. bloombase:iscsi0 1
Connect To Target

Target name:

ign. 2012-07.com.bloombase:iscsi0 1

Status

Inactive

[C)iadd this connection to the list of Favarite Targets.:

This will make the system automatically attempt to restore the

connection every time this computer restarts.

| Enable multi-path

Advanced...

7T

Cancel

 select the target and dick Properties.

For configuration of devices associated with a target, select

the target and then dlick Devices.

Devices...

Cancel Apply

© 2025 Bloombase, Inc.
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Targets Dscovery Favorite Targets Voumes and Devices RADIS  Configuration
Quick Connect

© 2025 Bloombase,

File Action View Help
e @ PmEl =D

- )

Volume [Loyour  [Type

[%Free
- (C) Simple Basic

Simple Basic

To dscover and log:

DNS name of the target and then cick Quick Comrect.
Target:

Discovered targets.

W ThisPC >

| Name

v Folders (6)

-
-

~ Devices and drives (4)

T
5 conec g advmnced aptors, st 2 et e o ADisk(C)

[ Fioppy ik Diive (&)
-

To completely disconnect a target, seect the target and 51 Disk (8)
then dik Discormect.

Local Disk (E)
For target properties, nchuding configuraton of sessons, = e -
select the target and dick Propertes. 994 GB free of 9.98 GB
st il

E

Drive (0:) ESO-1

the target and then cick Devices.

ork

3 Simple Basic
Simple Basic
Simple Basic

L EsD-150 @)
= System Reserved

“ODisk 1
Unknown
M8
Not Initisized
| BLOOMBAS SSFC VDISK SCS! Disk Device Properties
= Disk2 I ool Poices Vomes Diver Detals Everts
(€
9.93 GB NTFS
Healthy (Basic Data Parttion)

99868 BLOOMBAS SSFC VDISK SCS1 Disk Device.
Online

Device type. Disk dives

| B Unlocoted B Primary pertiion

Manfocturer.  (Standard dak dives)

Location Bus Nunber 0, Target 14 0. LUN 1

Device status
[The device is working propery.

On the virtual encrypted iSCSI target, a sample plaintext file is created by the client and saved. The file is transparently
encrypted by the Bloombase StoreSafe encryption engine with encryption keys managed by Entrust CSP and stored on the

Microsoft Windows Server 2025 storage backend.

nc.
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y
te
w Targets Discovery Favorite Targets Volumes and Devices RADIUS —Configuration k
ick C t =
Quick Connec = password.txt - Notepad — O *
To discover and log on to a target using a basic connection,
o DNS name of the target and then dick Quick Connect. File Edit Format View Help

- My IRS password: iluvyou

Ea New folder  ~ 3{, LD EI] &

€ - w= > ThisPC » Local Disk (E:)

- Local Disk (C:) Name

1) Music |=| password.txt

i3 Videos I 11
> % OneDrive
> [l ThisPC

> 8 DVD Drive (D:) E
are protected

> 8 DVD Drive (D) ES Tty rights in
> Network Ln1, Col 1 100%  Windows (CRLF)  UTF-8
) ) O

Titen  1item selected 24 bytes IEI U !—License

|' Terms to:

userQ1
|
OK Cancel Apply oK

9710 AM

A % 700

If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe
encryption engine, only ciphertext can be read as expected.
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BX Administrator: Command Prompt

dministr

ee
ee

ministrator

dministrator

ownloads

EA
BD

>hexdump . exe

ownloads>

Findstr password
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Tests for Data-at-Rest Encryption over NVMe/TCP

Client that has appropriate access can discover Bloombase StoreSafe Intelligent Storage Firewall virtual storage over
NVMe/TCP protocol.

Ensure that Bloombase StoreSafe Intelligent Storage Firewall virtual storage is attached to the client after successful
discovery and connection.

/nvme01

w,relatime,

Sample plaintext files have been pre-added into Bloombase StoreSafe Intelligent Storage Firewall NVMe/TCP virtual
storage.
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SAMN00183116

(human)

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall NVMe/TCP virtual storage is seamlessly
encrypted at the storage with zero operational impact to end users, system administrators and software applications.
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Trusted client is able to access and write files into Bloombase StoreSafe Intelligent Storage Firewall as if they are plain-text
files.

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall virtual storage with Entrust CSP centralize key
management is seamlessly encrypted at the storage with zero operational impact to end users, system administrators and
software applications.

root@bb024 ~]# hexdump -C / ‘mvme 01 1.
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Conclusion

In this integration guide, we have shown how to set up Bloombase StoreSafe Intelligent Storage Firewall with Entrust
Cryptographic Security Platform (CSP) Key and Secrets Manager to deliver on-the-fly encryption of multiple storage
protocols including SMB, NFS, iSCSI and NVMe/TCP. The end result is a high-bandwidth, application-transparent storage
encryption solution with centralized key management that locks down sensitive crown-jewel data on disks and helps
mitigate information exfiltration threats for mission-critical systems and data services.

As a summary,

[ ) Entrust Cryptographic Security Platform (CSP) Key and Secrets Manager 10.4.5.0

has been integrated with Bloombase StoreSafe Intelligent Storage Firewall to deliver encryption security of Microsoft
Storage Server on Microsoft Windows Server 2025 over SMB/CIFS, NFS, iSCSI and Rocky Linux 9 via NVMe/TCP network
storage protocols for software applications running on Microsoft Windows 11 and Ubuntu 22.04 LTS.

Bloombase Client Systems Storage Backends Key Management
Product System
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Disclaimer

The integration procedures described in this paper were conducted in the Bloombase InteropLab. Bloombase has not
tested this configuration with all the combinations of hardware and software options available. There may be significant
difference in your configuration that will change the procedures necessary to accomplish the objectives outlined in this
paper. If you find that any of these procedures do not work in your environment, please contact us immediately.
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