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Executive Summary 

Utimaco General Purpose Hardware Security Module (GP HSM) has been validated by Bloombase InteropLab to run with 

Bloombase StoreSafe Intelligent Storage Firewall. This document describes the steps carried out to integrate Utimaco GP 

HSM with Bloombase StoreSafe software appliance on VMware ESXi to deliver high bandwidth transparent storage 

encryption for mission critical applications. Client host systems Microsoft Windows 11 and Ubuntu 22.04 LTS have been 

tested with Utimaco GP HSM and Bloombase StoreSafe data-at-rest encryption solution to secure Microsoft Storage Server 

2025 and Rocky Linux 9 storage backends. 
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Purpose and Scope 

This document describes the steps necessary to integrate Utimaco GP HSM with Bloombase StoreSafe to deliver 

agentless, transparent encryption security of traditional storage systems and next-generation storage services for mission-

critical applications. Specifically, we cover the following areas: 

● Install and configure Bloombase StoreSafe software appliance 

● Integrate Bloombase StoreSafe with Utimaco GP HSM 

● Integrate Microsoft Windows 11 and Ubuntu 22.04 client systems with Bloombase StoreSafe and Utimaco GP HSM 

data-at-rest encryption security solution for Microsoft Windows Server 2025 and Rocky Linux 9 storage backends to 

demonstrate how high-bandwidth, agentless, application-transparent data encryption could be achieved for multiple network 

storage protocols namely SMB, NFS, iSCSI and NVMe/TCP. 
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Assumptions 

This document describes the integration of Utimaco GP HSM with Bloombase StoreSafe. It is assumed that you are familiar 

with operation of Utimaco GP HSM, storage systems, and major operating systems including Linux, Microsoft Windows, 

IBM AIX, HP-UX and Oracle Sun Solaris. It is also assumed that you possess basic UNIX administration skills. The 

examples provided may require modifications before they are run under your version of operating system. 

As Utimaco GP HSM is third party option to Bloombase StoreSafe data at-rest encryption security solution, you are 

recommended to refer to installation and configuration guides of specific model of Utimaco GP HSM for your actual use 

cases. We assume you have basic knowledge of storage networking and information cryptography. For specific technical 

product information of Bloombase StoreSafe, please refer to our website at https://www.bloombase.com and Bloombase 

SupPortal https://supportal.bloombase.com. 

 

https://www.bloombase.com/
https://supportal.bloombase.com/
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Infrastructure 

Setup 
The integration discussed in this guide is based on the system block diagram below: 
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Processor 4x Virtual CPU (vCPU) 

Memory 8GB 

Network Interface Card NVIDIA ConnectX-5 

 

Key Management System 
 

Key Management System Utimaco General Purpose Hardware Security Module (GP HSM) v4.80.0.0 

 

Storage Systems 
 

Storage 

Systems 

Microsoft Storage Server on Microsoft Windows 
Server 2025 

NVMe over Fabrics (NVMe-oF) storage services 
on Rocky Linux 9 

 

Storage Hosts 
 

Client Hosts Microsoft Windows 11 Ubuntu 22.04 LTS 

 

Networking 
 

Ethernet Switch Celestica Seastone DX010 32-port 100GbE ONIE Switch 

Network Interface Card NVIDIA ConnectX-5 

Cables NVIDIA/Mellanox 100GbE QSFP28 DAC Cables 
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Configuration Overview 

Utimaco General Purpose Hardware Security 
Module (GP HSM) 
Utimaco GP HSM is a hardware security module that secures cryptographic key material for servers and applications. It 

includes integration software that supports the industry standards (e.g. PKCS#11, Microsoft CSP/CNG, JCE…) which are 

used in many application scenarios, e.g., Enterprise PKI application and database encryption. The General Purpose HSM is 

available as PCIe embedded card or as network attached appliance. The key management and cryptographic 

functionalities provided by Utimaco GP HSM are used by Bloombase StoreSafe for encryption protection of data-at-rest for 

general-purpose use cases. 

In order to utilize the PKCS#11 functionality, the token must be initialized. 
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As an example, the Utimaco GP HSM is assigned a token label as follows 

 

p11tool2 slot=0 Label=CryptoServer Login=ADMIN,ADMIN.key InitToken=<so pin> 

 

A user pin will be needed for PKCS#11. To setup the user pin, run the following command, 

 

p11tool2 slot=0 LoginSO=<so pin> InitPin=<user pin> 

 

To check if Utimaco GP HSM is initialized, run 

 

p11tool2 slot=0 ListSlots=status 

 

 

 

Network Configuration 

Ethernet Switch Configuration 

Celestica Seastone DX010 32-port 100GbE ONIE switch has been used in this integration testing. 
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Ports 24 and 28 of the 100Gb Ethernet switch are connected to the NVIDIA ConnectX-5 NICs via DAC cables as shown in 

the SONiC console below. 
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Direct Attach Copper (DAC) Cable 

NVIDIA/Mellanox 100GbE QSFP28 DAC cables have been used in this interoperability testing. 

 

Network Interface Card (NIC) 

NVIDIA ConnectX-5 NIC has been used in this integration testing. 
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Install and configure NVIDIA ConnectX-5 NIC using the install image or the driver available from your distribution’s repo. 

 

 

Microsoft Storage Server on Microsoft Windows 
Server 2025 Storage Backends 
Microsoft Storage Server on Microsoft Windows Server 2025 running on VMware ESXi is used in this interoperability test 

which is able to provide storage services over network storage protocols including iSCSI, NFS, SMB, CIFS, REST, etc. 

Microsoft Windows Server 2025 is deployed as a virtual appliance (VA) on VMware ESXi. 
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SMB Services Configuration 
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Microsoft Windows Server 2025 File Management is configured to provide the SMB share backend storage to client system 

users. 
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NFS Services Configuration 
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NFS storage service is provisioned on Microsoft Windows Server 2025 to be used in this integration testing. 
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iSCSI Services Configuration 

 

iSCSI storage service is also provisioned on Microsoft Windows Server 2025 to be used in this integration testing. 

 

NVMe over Fabrics (NVMe-oF) Storage Target on 
Rocky Linux 9 Storage Target 
Linux NVMe-oF target software is used to be the storage backend secured by Bloombase StoreSafe Intelligent Storage 

Firewall.  
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Bloombase StoreSafe Intelligent Storage Firewall 
Bloombase StoreSafe delivers unified data at-rest encryption security of files, block devices, objects, sequential storages, 

etc. In this interoperability test, both file-based and block-based encryption security services are validated against 

Bloombase StoreSafe with keys managed at Utimaco GP HSM.  

Bloombase StoreSafe Intelligent Storage Firewall software appliance is deployed as a virtual appliance (VA). 
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Utimaco General Purpose Hardware Security Module (GP HSM) and Bloombase 

StoreSafe Integration 

The Utimaco provided PKCS#11 libraries and tools need to be installed on the Bloombase Operating System 

(BloombaseOS). To modify files on the Bloombase StoreSafe OS filesystem, the administrator can access the TTY2 

console (ALT+F2) and login as root or another user. 

 

The following files need to be installed in their specific paths: 

 

/opt/utimaco/bin/p11tool2 

/opt/utimaco/conf/cs_pkcs11_R3.cfg 

/opt/utimaco/lib/libcs_pkcs11_R3.so 

 

Additionally: the following two environment variables need to be declared at the set environment parameter script of 

Bloombase StoreSafe: 

/spitfire/spitfire-storesafe/bin/setenv.sh 

 

 

### Utimaco HSM 

export CS_PKCS11_R3_CFG=/opt/utimaco/conf/cs_pkcs11_R3.cfg 

export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/utimaco/lib 

 

Ensure the  

cs_pkcs11_R3.cfg 

file is correctly configured to Utimaco instructions. The device ID or network IP needs to be specified in the file as such: 

 

[CryptoServer] 

# Device specifier (here: internal PCI device : cHSM on local u.trust Anchor device - last number 

represents cHSM slot (1)) 

Device = /dev/cs2.0.1 

# Device specifier (here: cluster of remote devices - first with IP address, others using format 

<port>@<ip>) 

Device = { 192.168.23.235 288@192.168.23.236 4001@192.168.23.237 } 

 

To enable the built-in Bloombase KeyCastle to utilize keys managed in the Utimaco GP HSM, the hardware security 

module service configuration at Bloombase web management console has to be set up. This is done by clicking “Hardware 

Security Module” under “Key Management”. 
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Input a name for the configuration, and select Model as  

Utimaco 

Input the token label of the Utimaco GP HSM, and the token user pin. 

  

Click ‘Submit’ to commit the configuration. If the token is properly initialized and connected the “Present” and “Status” boxes 

will be checked. 

  

Encryption Key Provisioning 

To generate key in attached Utimaco GP HSM, select Key Source Type as  
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Hardware Security Module 

and the assigned Key Manager token, in this case  

CryptoServer PKCS11 Token 

Select “Add Key” and “generate” to create a new key on the HSM. 

Or if key already exists, simply choose from the dropdown box. 
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Ensure you import a key from the key manager before you submit the key wrapper. 

 

 

The new key can be found on the GP HSM as an object using the  

p11tool2 

tool. 
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Bloombase StoreSafe Data-at-Rest Encryption for SMB Configuration 

Physical storage namely  

smb01 

is configured to be secured by Bloombase StoreSafe using encryption. 
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Virtual storage namely  

smb01 

of type  

File 

is created to virtualize physical storage  

smb01 

for application transparent encryption protection over network file protocols including CIFS. 
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Protection type is specified as  

Privacy 

and secure the Microsoft Storage Server storage backend using  

AES 256-bit 

encryption and encryption key  

hsmkey01 

managed at Utimaco GP HSM. 



Bloombase Interoperability Program   P28 © 2024 Bloombase, Inc. 
   

 

 

  

 

 

SMB/CIFS storage protocol relies mainly on user-password authentication for access control. In this test, the Bloombase 

StoreSafe secure storage resource  

smb01 

is provisioned for user  

user01 

with Microsoft Active Directory integration for user-password authentication and single sign-on. 
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Bloombase StoreSafe Data-at-Rest Encryption for NFS Configuration 

Physical storage namely  

nfs01 

is configured to be secured by Bloombase StoreSafe using encryption. 
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Virtual storage namely  

nfs01 

of type  

File 

is created to virtualize physical storage  

nfs01 

for application transparent encryption protection over network file protocols including NFS. 



Bloombase Interoperability Program   P31 © 2024 Bloombase, Inc. 
   

 

 

 

Protection type is specified as  

Privacy 

and secure the Microsoft Storage Server storage backend using  

AES 256-bit 

encryption and encryption key  

hsmkey01 

managed at Utimaco GP HSM. 
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NFS storage protocol relies mainly on UID/GID and networking for access control. In this test, the Bloombase StoreSafe 

secure storage resource  

nfs01 

is provisioned for client IP  

192.168.23.157 
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Bloombase StoreSafe Data-at-Rest Encryption for iSCSI Configuration 

Physical storage namely  

iscsi01 

is configured to be secured by Bloombase StoreSafe using encryption. 



Bloombase Interoperability Program   P34 © 2024 Bloombase, Inc. 
   

 

 

 

Virtual storage namely  

iqn.2012-07.com.bloombase:iscsi01 

of type  

iSCSI 

is created to virtualize physical storage  

iscsi01 

for application transparent encryption protection over network file protocols including iSCSI. 
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Protection type is specified as  

Privacy 

and secure the Microsoft Storage Server storage backend using  

AES XTS 256-bit 

encryption and encryption key  

hsmkey01 

managed at Utimaco GP HSM. 
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iSCSI storage protocol relies mainly on CHAP, IQN, and networking for access control. In this test, the Bloombase 

StoreSafe secure storage resource  

iqn.2012-07.com.bloombase:iscsi01 

is provisioned for initiator  

iqn.1991-05.com.microsoft:windows11 
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Bloombase StoreSafe Data-at-Rest Encryption for NVMe/TCP Configuration 

Physical storage with Intel Solid State Drive DC P3600 Series PCIe NVMe SSDs is configured to be secured by Bloombase 

StoreSafe Intelligent Storage Firewall. 
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Virtual storage with “NVMe” mode is created to secure the just configured physical storage. 
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Select “Privacy” for protection type and select the encryption key. Choose the cipher algorithm and bit length. 
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Add clients’ NVMe Qualified Name (NQN) that can access Bloombase StoreSafe virtual storage. 

 

Start Bloombase StoreSafe virtual storage. 
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Storage Clients 

Microsoft Windows 11 

Client host running Microsoft Windows 11 is used to access Bloombase StoreSafe Intelligent Storage Firewall virtual 

storage. 
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Ubuntu 22.04 LTS 

Client host running Ubuntu 22.04 LTS is used to access Bloombase StoreSafe Intelligent Storage Firewall virtual storage. 

 

The client will need nvme initiator software installed. 
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Tests for Data-at-Rest Encryption over SMB 
SMB shares are an example from the many protocols Bloombase StoreSafe supports for encryption. A share from a 

Windows Server 2025 system that is accessible by domain users is created to act as backend storage. Bloombase 

StoreSafe creates a virtual encrypted share on its own hostname path that is accessed from a client software system. 
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Microsoft Windows 11 clients can use the included network share on file manager to access the SMB share presented by 

Bloombase StoreSafe Intelligent Storage Firewall. Data owners can alternatively use the Net Use command to specify 

additional mounting options. 
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On the demo virtual encrypted SMB share, a sample plaintext file is created by the client and saved. The file is 

transparently encrypted by the Bloombase StoreSafe encryption engine and stored on the Windows Server 2025 backend 

share. 

 

If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe 

encryption engine, only ciphertext can be read as expected. 
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Tests for Data-at-Rest Encryption over NFS 
NFS shares are an example from the many protocols Bloombase StoreSafe supports for encryption. A share from a 

Windows Server 2025 system that is accessible by configure clients is created to act as backend storage. Bloombase 

StoreSafe creates a virtual encrypted share on its own hostname path that is accessed from a client software system. 

 



Bloombase Interoperability Program   P47 © 2024 Bloombase, Inc. 
   

 

 

 



Bloombase Interoperability Program   P48 © 2024 Bloombase, Inc. 
   

 

 

 

 

 

Microsoft Windows 11 clients can use the included map network drive option to add the NFS share presented by 

Bloombase StoreSafe Intelligent Storage Firewall with a drive letter. Data owners can alternatively use the mount command 

to specify additional mounting options. 
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On the demo virtual encrypted NFS share, a sample plaintext file is created by the client and saved. The file is transparently 

encrypted by the Bloombase StoreSafe encryption engine and stored on the Microsoft Windows Server 2025 backend 

share. 
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If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe 

encryption engine, only ciphertext can be read as expected. 
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Tests for Data-at-Rest Encryption over iSCSI 
iSCSI targets are an example from the many protocols Bloombase StoreSafe supports for encryption. A target from a 

Microsoft Windows Server 2025 system that is accessible by configure clients is created to act as backend storage. 

Bloombase StoreSafe creates a virtual encrypted share on its own hostname path that is accessed from a client software 

system. 
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Microsoft Windows 11 clients can attach the virtual encrypted share with the default iSCSI initiator tool. Add the hostname 

and port to the discover tab, then connect to the iSCSI storage target presented by Bloombase StoreSafe Intelligent 

Storage Firewall. To access the Bloombase StoreSafe iSCSI disk, make sure the client IQN is be added the Bloombase 

StoreSafe configuration. The disk will be mounted to the system and it can be formatted with a filesystem. 
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On the demo virtual encrypted iSCSI target, a sample plaintext file is created by the client and saved. The file is 

transparently encrypted by the Bloombase StoreSafe encryption engine and stored on the Microsoft Windows Server 2025 

storage backend. 
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If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe 

encryption engine, only ciphertext can be read as expected. 
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Tests for Data-at-Rest Encryption over NVMe/TCP 
Client that has appropriate access can discover Bloombase StoreSafe Intelligent Storage Firewall virtual storage over 

NVMe/TCP protocol. 
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Connect client to Bloombase StoreSafe Intelligent Storage Firewall NVMe/TCP virtual storage. 

 

Ensure that Bloombase StoreSafe Intelligent Storage Firewall virtual storage is attached to the client after successful 

discovery and connection. 

 

Format and mount Bloombase Storesafe Intelligent Storage Firewall NVMe/TCP virtual storage. 

 

Sample plaintext files have been pre-added into Bloombase StoreSafe Intelligent Storage Firewall NVMe/TCP virtual 

storage. 

 

Trusted client is able to access and read the Bloombase StoreSafe encrypted files as if they are in clear-text.  
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Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall NVMe/TCP virtual storage is seamlessly 

encrypted at the storage with zero operational impact to end users, system administrators and software applications. 

 

 

 

Create a new file to be secured by Bloombase StoreSafe Intelligent Storage Firewall. 
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Trusted client is able to access and write files into Bloombase StoreSafe Intelligent Storage Firewall as if they are plain-text 

files. 

 

 

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall virtual storage is seamlessly encrypted at the 

storage with zero operational impact to end users, system administrators and software applications. 
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Conclusion 

In this integration guide, we have shown how to set up Bloombase StoreSafe Intelligent Storage Firewall with Utimaco GP 

HSM to deliver on-the-fly encryption of multiple storage protocols including SMB, NFS, iSCSI and NVMe/TCP. The end 

result is a high-bandwidth, application-transparent storage encryption solution with centralized key management that locks 

down sensitive crown-jewel data on disks and helps mitigate information exfiltration threats for mission-critical systems and 

data services. 

As a summary, 

● Utimaco GP HSM 4.80.0.0 

has been integrated with Bloombase StoreSafe Intelligent Storage Firewall to deliver encryption security of Microsoft 

Storage Server on Microsoft Windows Server 2025 over SMB/CIFS, NFS, iSCSI and Rocky Linux 9 via NVMe/TCP network 

storage protocols for software applications running on Microsoft Windows 11 and Ubuntu 22.04 LTS. 

 

Bloombase 

Product 

Client Systems Storage Backends Key Management 

System 

Bloombase 

StoreSafe Intelligent 

Storage Firewall 4.0 

• Microsoft Windows 11 

• Ubuntu 22.04 LTS 

• Microsoft Windows 

Server 2025 

• Rocky Linux 9 

Utimaco GP HSM 4.80.0.0 
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Disclaimer 

The integration procedures described in this paper were conducted in the Bloombase InteropLab. Bloombase has not 

tested this configuration with all the combinations of hardware and software options available. There may be significant 

difference in your configuration that will change the procedures necessary to accomplish the objectives outlined in this 

paper. If you find that any of these procedures do not work in your environment, please contact us immediately. 
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https://marketplace.cloud.vmware.com/vsx/solutions/bloombase-storesafe-security-server
https://utimaco.com/solutions/applications/general-purpose-hardware-security-modules
https://docs.oasis-open.org/pkcs11/pkcs11-base/v3.0/pkcs11-base-v3.0.html
https://docs.oasis-open.org/pkcs11/pkcs11-base/v3.0/pkcs11-base-v3.0.html
https://csrc.nist.gov/Projects/post-quantum-cryptography
https://www.nvidia.com/en-us/networking/ethernet-adapters/
https://resources.nvidia.com/en-us-accelerated-networking-resource-library/bluefield-and-doca-bloombase
https://resources.nvidia.com/en-us-accelerated-networking-resource-library/bluefield-and-doca-bloombase
https://catalog.redhat.com/software/container-stacks/detail/5e9874cb3f398525a0ceb024
https://catalog.redhat.com/software/container-stacks/detail/5e9874cb3f398525a0ceb024
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10. Bloombase StoreSafe for Microsoft, https://azuremarketplace.microsoft.com/en-

us/marketplace/apps/bloombase.bloombase-storesafe-3_4_7_0_el7_x86_64  

 

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/bloombase.bloombase-storesafe-3_4_7_0_el7_x86_64
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/bloombase.bloombase-storesafe-3_4_7_0_el7_x86_64
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