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Bloombase Spitfire Recovery Key

Features

Secure Recovery Delegation

Empowers secure execution of Spitfire Server recovery to trusted operators by a quorum of recovery manag-
ers

True Segregation of Duty

Spitfire Recovery Keys form a quorum of multiple factor(s) for restoration of Spitfire configurations archives
at maximum security in worst case scenario of disaster recovery or the need for cloning Spitfire Servers

Tamper-proof and Tamper-evident

Bloombase Spitfire Recovery Key is built on NIST FIPS 140 validated hardware cryptographic module with
tamper-proof and tamper-evident features inheriting from smart card technologies

Security

NIST FIPS validated RSA cryptographic cipher algorithm support

X9.17 PRNG random number generator for FIPS approved RSA key pair generation
SHA-1 hashing algorithm support

PKCS#15 compliant

Durability

More than 100,000 write/erase cycles
10-year data retention (ambient temperature)

Temperature range of —25°C to +85°C

Protection

Cryptographic module embedded in epoxy coating which is difficult to penetrate without leaving evidence
of attacks

Packaging is resistant to penetration

System firmware is stored in read-only memory (ROM) during manufacturing process, once manufactured,
no known method to be altered

Interoperability

Bloombase SpitfireOS security hardened operating system
Linux kernel 2.6 or above

Microsoft Windows

www.bloombase.com



BLOOMBASE

Bloombase - Transparent Data Security

email info@bloombase.com
web  http://www.bloombase.com

Bloombase, Spitfire, Keyparc, StoreSafe, and other Bloombase products
and services mentioned herein as well as their respective logos are
trademarks or registered trademarks of Bloombase, Inc. in United States,
Hong Kong, China and in several other countries all over the world. All
other product and service names mentioned are the trademarks of their
respective companies.

The information contained herein is subject to change without notice.
The only warranties for Bloombase products and services are set forth in
the express warranty statements accompanying such products and
services. Nothing herein should be construed as constituting an addi-
tional warranty. Bloombase shall not be liable for technical or editorial
errors or omissions contained herein.

Copyright 2011 Bloombase, Inc. All rights reserved.

Specification Sheet
H87998

Management

Key health check and integrity check functions accessible from within Bloombase Spitfire web management
console

Hardware Specifications

STMicroelectronics ST19XT34 8 bit microcontroller

32KB tamper resistant internal storage

Certifications

NIST FIPS 140-1 Level 2 certified

Hardware Compliant Standards

ISO/IEC 7816 compliant
USB Specification v1.1 compliant

FCC Class B certified
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